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Executive Summary

Fundamental changes in the institutional arrangements for aviation regulation in Europe, the introduction of
new technologies and operations, and demands for higher levels of safety performance, suggest the need for
the adaptation of existing certification processes within the frame of the Total Aviation System (TAS) which

encompasses all stakeholders involved in aviation: products, operators, crews, and aerodromes, ATM, ANS, on
the ground or in the air.

The European Commission (EC) Project “Aviation Safety and Certification of new Operations and Systems”
(ASCOS) contributes to the removal of certification obstacles and supports implementation of technologies to
reach the EU ACARE Vision 2020 and Flight Path 2050 goals.

The Work Package 1- Certification Process Work Package (WP1) of ASCOS aims at adapting
approval/certification processes by addressing issues where no improvement has been observed during the
past years. These adaptations intend to deliver as far as possible (i) efficiency in terms of cost and time, (ii)
ability to analyse and demonstrate acceptable safety for new concepts and technologies, and (iii) ability to
analyse and consider the entire aviation system rather than sub-elements in isolation.

A key step in an improved certification process is firstly to understand as much as possible how the current
regulation could influence at the end the operational safety occurrences in a context of Total Aviation System
(TAS). It is noted that current EASA initiatives also aim to address these shortcomings, and this shared interest
proves the relevance of this subject. For this purpose an analysis has been performed in D1.1 in order to
identify potential shortcomings (situation where the regulation is fully implemented but proves to be
inadequate) and bottlenecks (situation where the regulation is not implemented at the expected level) in the
current European certification processes and more generally the regulatory framework.

The main conclusions are related to potential issues concerning overlaps between regulatory requirements,
lack of clear accountability for regulated entities, inappropriate actual requirements due to technological
changes and emerging risks in the following domains: Human factor, Aerodromes (runway conditions),
CNS/ATM (interoperability), Interfaces between maintenance/operations/certification, re-use of safety cases.
On top of shortcomings and bottlenecks precisely identified in D1.1, it has been recommended to continue this
study to address some issues listed in the general conclusion of this report.

On the basis of Key Principles (identified in D1.2) influencing the reduction of shortcomings and bottlenecks,
and of findings gathered from WP4 (ASCOS Certification Case studies), WP5 (ASCOS Validation results), and
feedbacks from ASCOS Users Group (WP6), a consolidated new approval method called the ASCOS Approval
Method (fully described in D1.5) has been built. The ASCOS Approval Method responds to the pressures in the
aviation industry which are driving innovation and increased integration between domains and therefore
making it imperative to streamline approval processes. The ASCOS Approval Method integrates with the
lifecycle of a change, from concept to building a safety argument supporting the application for approval. The
proposed method considers the full impact of the change, and recognizes and manages the interaction

ASCOS — Aviation Safety and Certification of new Operations and Systems Grant Agreement No. 314299
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between domains. The method is also flexible to embrace innovation while encompassing existing established
processes wherever appropriate.

Central to the ASCOS Approval Method is the development of an approval path for the proposed change. This
path should follow existing approaches wherever possible, adapting and extending these approaches only
where necessary to accommodate parts of the change which are not covered by existing regulations, or where
significant efficiencies can be gained. The approval path should be justified by a safety argument which
demonstrates that the change will achieve the acceptable level of safety required by the approver of the
change, and this is the purpose of the next point.

The ASCOS Approval Method focuses on demonstrating that the change delivers an acceptable level of safety
across the TAS. A change which decreases safety (i.e. increases safety risk) in one domain is usually difficult or
impractical to justify, even when it significantly increases safety in other domains. To trade off safety between
domains, it would be necessary to provide a robust quantification across all domains which demonstrates a
significant overall positive impact on safety. As a result, each module of the safety argument will need to
demonstrate that the change achieves the acceptable level of safety applicable in the domain for which the
module is making the safety argument. The building of safety arguments shall be modular and iterative until
the development is complete and approval is gained. It has been recommended in D1.5 that further research
should be undertaken to develop the existing models to a level of maturity where such trade-offs between
domains could be made.

The ASCOS Approval Method addresses the issue of interfaces within the TAS by introducing the concept of
dividing the argument into modules aligned to domains of the TAS and organisational responsibilities.
Assurance contracts are established between modules to define and manage dependencies between modules.

The ASCOS Approval Method introduces the role of an argument architect, with the role of designing and
maintaining the safety argument, which includes ensuring that the argument modules are correctly bounded
and interfaced to other modules throughout the development. ASCOS proposes (D3.6) that any complex
development should be co-ordinated by a TAS Engineering and Safety Group (TESG) that would therefore play
the role of argument architect for changes involving multiple organisations.

Another main significant example of the ASCOS Approval Method added value is the development and
clarification of the roles of different stakeholders across the certification process steps highlighting the
complexity of the TAS aspects in the control of risks.

Finally, further opportunities for improvement and refinement of the ASCOS Approval Method have been
identified. However, the greatest opportunity for improvement will come from application of the ASCOS
Approval Method. The ASCOS Consortium commends this ASCOS Approval Method to EASA for adoption as a
means of establishing approval for changes to the TAS within Europe.

ASCOS — Aviation Safety and Certification of new Operations and Systems Grant Agreement No. 314299
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1 Overview of ASCOS and of Certification Process Work Package (WP1)
1.1 The ASCOS Project

Fundamental changes in the institutional arrangements for aviation regulation in Europe, the introduction of
new technologies and operations, and demands for higher levels of safety performance suggest the need for
the adaptation of existing certification processes. The European Commission (EC) Project ‘Aviation Safety and
Certification of new Operations and Systems’ (ASCOS) contributes to the removal of certification obstacles and
supports implementation of technologies to reach the EU ACARE Vision 2020 [1] and Flight Path 2050 [2] goals.

ASCOS outlines a new approach to certification that (ASCOS D1.3, 2013):
¢ Ismore flexible with regard to the introduction of new operations, systems and products;
¢ Ismore efficient, in terms of cost, time and safety, than the current certification processes;
e Considers the impact on safety of all elements of the total aviation system and the entire system life-

cycle in a complete and integrated way.

The work contributes directly to the high level Flight path 2050 [15] and ACARE Vision 2020 [13, 14] safety
goals. By 2020, the target is
e reducing accident rate by 80%, and

e reducing human error and its consequences.

The Figure 1 - Fatal accident rates over the period 1980 until 2010 gives the fatal accident rate for commercial
operations with western-built jet aircraft over the period 1980 until 2010. As can be observed, there has been
little to no improvement of aviation safety worldwide from about 2004 onwards. Europe, the United States

and other ‘western’ regions show a similar trend.

Fatal accident rate
Western-built jet aircraft, commercial operations
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Figure 1 - Fatal accident rates over the period 1980 until 2010
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ASCOS is delivered by a consortium of organisations involved in the European aviation industry. The project
has received continuous support by a User Group that includes relevant stakeholders from the aviation and air

traffic management industries.

ASCOS’s main objective is to develop novel certification process adaptations and supporting safety driven
design methods and tools to ease the certification of changes in the aviation system (in particular safety
enhancement systems and operations), thereby increasing safety. The project will follow a total system
approach, dealing with all aviation system elements (including the human element) in an integrated manner
over the complete system life-cycle. ASCOS is also tasked with ensuring that any proposed approach is cost-

effective and efficient.
The ASCOS Project is structured into six main work packages:

e WP1: Certification Process — Development of safety based certification process adaptations based on
analysis of existing certification and rulemaking process and evaluation of different possible new
approaches;

e WP2: Continuous Safety Monitoring — Development of a methodology and supporting tools for multi-
stakeholder continuous safety monitoring, using a baseline risk picture for all parts of the total
aviation system;

e WP3: Safety Risk Management — Development of a total aviation system safety assessment
methodology, with supporting safety based design systems and tools, for handling of current,
emerging and future risks;

e WP4: Certification Case Studies — Application of the new certification approach and supporting safety
based design systems and tools in the selected example case studies;

e WPS5: Validation — Validation of the new certification approach and the supporting methods and tools

e WP6: Dissemination and Exploitation — Dissemination to ensure that results are correctly understood

and exploited to the maximum extent.

The project is also supported by a seventh work package for project management.

1.2 Overview of the Certification Process Work Package (WP1)

The aim of the certification process work package (WP1) is to develop safety based certification process
adaptations based on analysis of existing certification and rulemaking process and evaluation of different
possible new approaches. Itis structured into five sub-work packages:

e D1.1: Analysis existing regulations and certification processes

e D1.2: Definition and evaluation of innovative certification approaches

e D1.3: Outline proposed certification approach

e D1.4: E-learning environment to support certification processes

e D1.5: Consolidated New Approval Method
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Proposed certification adaptations within WP1 are based on the assessment of issues for which no
improvement has been observed during the past years. These adaptations aim at delivering as far as possible:
e Efficiency in terms of cost and time
e Ability to analyse and demonstrate acceptable safety for new concepts and technologies

e Ability to analyse and consider the entire aviation system rather than sub-elements in isolation

The scope of WP1 is the Total Aviation System (TAS), which encompasses all stakeholders involved in aviation,

on the ground and in the air: product and software manufacturers, operators, crews, and aerodromes, ATM,

ANS. This means that all the categories of accidents and incidents shall be considered.

For this purpose, in D1.1 [8], the different reports from EASA and EUROCONTROL Safety Regulatory
Commission (SRC) were examined. Some tendencies were highlighted. The subsequent point was to propose a
framework to objectively define what are the shortcomings and bottlenecks potentially induced by the current
Regulation in the deployed certification processes. This framework is based on the following criteria:

- the severity of the safety occurrences

- the tendencies in terms of improvement (or not) during the past years,

- the identification of the main precursors of the safety issues

- the number of Aviation domains embedding the precursors

- the flight phases in order to consolidate assumptions in terms of tendencies (cross reference with

annual reports of international bodies).

After identification of findings related to shortcomings and bottlenecks, some additional criteria have been
identified in D1.2 [9] to support the brainstorming phase in order to identify potential alternatives in terms of
certification / approval processes adaptation. The main ideas were to consider both the benefits of actual

practices but also to keep a certain degree of flexibility able to streamline the processes when it is acceptable.

In D1.3 [10], the above principles and findings have been applied and organized to implement a new process
for certification of a change within the frame of the whole Total Aviation System. This new process has been
deployed by the Certification Case Studies of WP4 representing a large diversity of case studies regarding the
TAS domains [16].

In parallel of the studies, a framework of an e-learning environment has been developed to support the

dissemination of ASCOS results and facilitate the appropriation of the approaches by the public [11].

Finally in D1.5, an assessment of the feedback from WP4 [16] and of the validation results provided by WP5
[17] with the support of ASCOS User Group has been performed in order to refine the initial certification

process proposed in D1.3 and to issue the final ASCOS Consolidated New Approval Method [12].
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1.3 Objectives

The main aim of this study, performed in WP1 of the EC Project ASCOS, is to develop safety based certification
process adaptations based on analysis of existing certification and rulemaking process and evaluation of
different possible new approaches. This main aim is to be achieved by the following detailed objectives:

e To analyse the existing regulations and certification processes

¢ To identify potential shortcomings and bottlenecks in the current certification processes

¢ To define and evaluate multiple new and innovative approaches to certification

e To further develop selected newly proposed certification process adaptations

e Setting up an e-learning environment to support the certification process.

1.4 Structure of the document

This Section 1 provides the Introduction. Section 2 presents the considered regulations and certification/
approval processes. Potential shortcomings and bottlenecks in existing regulations and processes are
identified in Section 3. A variety of options to adapt the certification and approval processes in aviation are
identified in Section 4. The most promising options are selected, as the basis for the development of a newly
proposed ASCOS initial certification approach. Section 5 then presents the proposed approach to implement
the initially selected options. Section 6 summarizes the set of training modules that have been initiated to
facilitate the dissemination and communication of ASCOS key results to the different stakeholders in aviation.
Section 7 presents the ASCOS Approval Method, an adaptation of the initial proposed ASCOS certification
approach taking into account the results of four ASCOS certification case studies and the validation exercises.

Finally, the conclusions and recommendations of the ASCOS Work Package 1 are provided in Section 8.
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2 The considered regulation and certification/approval processes

In the ASCOS project, the regulatory issues are considered from the scope covered by the different TAS
domains but also from the roles of involved stakeholders in the TAS in the chain of activities included in the

certification or more generally in the approval processes.

EP & EC (European Parliament and European Commission): In compliance with ICAO Regulatory Material
(Annexes, Rules, Recommended Practices etc.), the harmonisation of the European TAS Regulatory Framework

is developed under the legal authority of the EP & EC.

Single European Sky (SES): In 2004 a dedicated Regulatory Framework was approved by these authorities in
order to support the creation of the SES (Single European Sky: SES package I).

EASA: In addition to face the challenges due to the Total Aviation System issues, the EC has extended the
responsibility of EASA (2008) to cover all the Aviation domains (including ATM and ADR).

TAS Regulatory Framework: In this context, the TAS Regulatory Framework in Europe needs to consider the
applicable Regulation (EASA and SES). Their improvement and harmonisation is currently in progress and

managed by EASA in consultation with all the aviation stakeholders.

2.1 The scope of TAS (Total Aviation System)

The total system approach is based on the fact that products (aircraft, airborne and ground equipment),
Airspace users (Flight Operators, crews, maintenance personnel), Aerodromes, CNS/ ATM services providers

Suppliers, on the ground or in the air are part of a single system.

The aim of the "total system approach" is to eliminate the risk of safety gaps or overlaps across different
domains, and seeks to avoid conflicting requirements and confused responsibilities. Regulations are

interpreted and applied in a standardised manner and best practices are provided.

It supports increased interoperability of products and services. The “total system approach” also streamlines

the certification processes and reduces the burden on regulated persons and organisations.

e Airworthiness may be defined as the fitness of an aircraft for flight in all the environments and
circumstances for which it has been designed and to which it may therefore be exposed. An Airworthy
aeroplane is one which is fit to fly. This includes the design and construction (in accordance with

specific certification codes.

e  Continuing airworthiness: The set of processes by which an aircraft, engine, propeller or part complies

with the applicable airworthiness requirements and remains in a condition for safe operation
throughout its operating life (source ICAO Annex 8). The ultimate responsibility for Continued
Airworthiness is assigned in ICAO Annex 8 to the State of Design but the program to achieve it is a

matter for the State of Registry.
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e  Flight Operations: All provisions to prepare and operate a flight in safe conditions. For example:

Standard Operating Procedures (SOP) for each phase of flight, the specifications for the operational
flight plan, Instructions on the use of normal checklists and the timing of their use, Emergency
evacuation procedures, Departure and approach briefings, Instructions and training requirements for
the avoidance of controlled flight into terrain and policy for the use of the ground proximity warning
system (GPWS), Route and destination familiarization, Instructions on the clarification and acceptance

of ATC clearances, particularly where terrain clearance is involved, etc....

e Aerodrome: A defined area on land or water (including any buildings, installations and equipment)
intended to be used either wholly or in part for the arrival, departure and surface movement of

aircraft (source ICAO annex 6).

e ANS: Air Navigation Services means Air Traffic Services, Communication, Navigation and Surveillance

services, Meteorological services for air navigation and Aeronautical Information Services:

1. ATS Air Traffic Services means the various Flight Information Services, Alerting services, Air

Traffic advisory services and ATC services (area, approach and aerodrome control services)

2. AlIS Aeronautical Information Service means a service established within the defined area of

coverage responsible for the provision of aeronautical information and data necessary for

the safety, regularity, and efficiency of air navigation
3. ATC services means services provided for the purpose of:

= preventing collisions: between aircraft, and in the manoeuvring area between

aircraft and obstructions and
= expediting and maintaining an orderly flow of air traffic.

4. ATM: Air Traffic Management means the aggregation of the airborne and ground-based

functions (Air Traffic Services, Airspace Management and Air Traffic Flow Management)
required to ensure the safe and efficient movement of aircraft during all phases of

operations

=AM Airspace Management means a planning function with the primary objective of

maximising the utilisation of available airspace by dynamic time-sharing and, at
times, the segregation of airspace among various categories of airspace users on the

basis of short-term needs.

= ATFM Air Traffic Flow Management means a function established with the objective

of contributing to a safe, orderly and expeditious flow of air traffic by ensuring that

ATC capacity is utilized to the maximum extent possible, and that the traffic volume
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is compatible with the capacities declared by the appropriate air traffic service

providers.

air navigation services
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Figure 2 - ANS-ATM Scope

2.2 The stakeholders of the TAS

According to the TAS scope, the set of involved stakeholders are the following:
e Airspace users
The airspace users include airlines, pilots, aircraft operators and passengers

e  Air Navigation Service providers

Air navigation service providers (ANSPs) are responsible for organising and managing the flow of traffic in the

air and on the ground in a dedicated airspace

e Airports

Airports operators are particularly responsible for managing departures and arrivals of aircraft and all the

movements of aircraft and vehicles on the ground

e National and international aviation regulators

Regulators are responsible to put in place appropriate regulations and to assume the fact that these

regulations are respected
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e  Aeronautics industry

The aeronautics industry includes manufacturers of aircraft, avionics (aviation electronics) and air traffic
management infrastructure (radio antennas and satellites for instance, control centers supporting all the
operational services like Flight data management, surveillance, communication air-ground and ground-

ground.....).

e International aviation organisations

ICAO (world wide scope) and ECAC (Europe scope) have an important role to provide the status of evolution of
aviation safety issues and to define and monitor agreed improvement actions plans in the different areas and
avoid duplication of efforts (EASA, EUROCONTROL, EUROCAE).

ICAQ (International Civil Aviation Organisation) :

A specialised agency of the United Nations was created in 1944 to promote the safe and orderly
development of international civil aviation throughout the world. It sets standards and regulations
necessary for aviation safety, security, efficiency and regularity, as well as for aviation environmental
protection. The Organisation is made up of an Assembly, a Council of limited membership with
various subordinate bodies and a Secretariat. The Assembly, composed of representatives from all
Contracting States, is the sovereign body of ICAO. It meets every three years, reviewing in detail the
work of the Organisation and setting policy for the coming years. It also votes a triennial budget. The
Council, the governing body which is elected by the Assembly for a three-year term, is composed of
36 States. It is in the Council that Standards and Recommended Practices are adopted and
incorporated as Annexes to the Convention on International Civil Aviation. The Council is assisted by
the Air Navigation Commission (technical matters), the Air Transport Committee (economic matters),
the Committee on Joint Support of Air Navigation Services and the Finance Committee. ICAO works in

close co-operation with other members of the United Nations family:

o World Meteorological Organisation, the International Telecommunication Union, the
Universal Postal Union, the World Health Organisation and the International Maritime

Organisation.

o Non-governmental organisations which also participate in ICAO's work include the
International Air Transport Association, the Airports Council International, the International
Federation of Air Line Pilots' Associations, and the International Council of Aircraft Owner

and Pilot Associations.

EASA (European Agency for the Safety of Aviation):

EASA is an Agency of the European Union (based in Cologne- Germany). As a Community Agency,
EASA is a body governed by European public law; it is distinct from the Community Institutions

(Council, Parliament, Commission, etc.) and has its own legal personality. EASA was set up by a
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Council and Parliament regulation (Regulation (EC) 1592/2002 repealed by Basic Regulation (EC) No
216/2008 and amended by Regulation (EC) 1108/2009) and was given specific regulatory and
executive tasks in the field of civil aviation safety and environmental protection. Article 1(2) of Basic
Regulation , as amended by Regulation (EC) No 1108/2009 of the European Parliament and of the
Council of 21 October 2009, excludes from the Agency’s scope aircraft involved in the execution of

military, customs, police, search and rescue, fire fighting, coastguard or similar activities or services.
The main tasks of the Agency currently include:

= Rulemaking: drafting aviation safety legislation and providing technical advice to the

European Commission and to the Member States;

= |nspections, training and standardisation programmes to ensure uniform implementation of

European aviation safety legislation in all Member States;
= Safety and environmental type-certification of aircraft, engines and parts;

= Approval of aircraft design organisations world-wide as and of production and maintenance

organisations outside the EU;
= Authorisation of third-country (non EU) operators;

=  Coordination of the European Community programme SAFA (Safety Assessment of Foreign

Aircraft) regarding the safety of foreign aircraft using Community airports;
= Data collection, analysis and research to improve aviation safety.

= From 2008, its role has been extended to ATM/ ADR domains.

EUROCONTROL

EUROCONTROL is an intergovernmental organisation made up of 38 Member States and the

European Community.

It has as its primary objective the development of a seamless, pan-European air traffic management
(ATM) system. EUROCONTROL was originally founded in 1960 as a civil-military organisation. Its aim
was to deal with air traffic control for civil and military users in the upper airspace of its six founding
European Member States (Belgium, Germany, France, Luxembourg, the Netherlands and the UK).
EUROCONTROL, today, is committed to building, together with its partners, a Single European Sky
(SES) that will deliver the ATM performance required for the 21st century and beyond.
EUROCONTROL works closely with Member States, air navigation service providers, civil and military

airspace users, airports, the aerospace industry, professional organizations and European institutions.
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EUROCAE (European Organisation for Civil Aviation Equipment)

EUROCAE is a non-profit making organisation which was formed at Lucerne (Switzerland) in 1963 to
provide a European forum for resolving technical problems with electronic equipment for air
transport. EUROCAE deals exclusively with aviation standardisation (Airborne and Ground Systems
and Equipment) and related documents as required for use in the regulation of aviation equipment
and systems. EUROCAE is an association composed of members who are all specialised in one or
several technical fields of Aeronautics and many of them are considered to be among world's leaders

in their domain.

These members include Equipment and Airframe Manufacturers, Regulators, European and
International Civil Aviation Authorities, Air Navigation Service Provider (ANSP), Airlines, Airports and
other users. To develop EUROCAE Documents (ED), EUROCAE organises Working Groups (WG) where

members provide experts working on voluntary basis.

The regulatory framework is based on different levels of contributions and decisions. The following figure
represents the decomposition of these levels according to the nature of Regulatory Material (Irs, AMC, GM,
CS...). EASA issues Opinions (Hard Law legally binding) or Decisions (Soft Law) based on consultation of

stakeholders, bodies ....(Eurocontrol, Eurocae, SESAR....)

sr Opinion Basie Decision:
Regulaton

Decision
UL T WL ‘ 5 Opinion Implementing Rules
SESAR

AT LREIMIEONE

Decision
EUROCAE proposals Soft Law
Accepiable Means of Compliance
Other . Guigance Malerial
Consultations . Cegtfication Spechications

Figure 3 - Structure of the regulatory material
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3 Shortcomings and bottlenecks in existing regulation and processes (D1.1)

3.1 Introduction (WP1.1)

Fundamental changes in the institutional arrangements for aviation regulation in Europe, the introduction of
new technologies and operations, and demands for higher levels of safety performance call for the adaptation
of existing certification processes. The European Commission (EC) Project ‘Aviation Safety and Certification of
new Operations and Systems’ (ASCOS) contributes to removal of certification obstacles and supports

implementation of technologies.

A key step in an improved certification process is firstly to understand as much as possible how the current
regulation could influence at the end the operational safety occurrences in a context of Total Aviation System
(TAS). Regarding this clarification an analysis is performed in order to identify potential shortcomings and

bottlenecks in the current certification processes and more generally the regulatory framework.

The WP1.1 task firstly provides an overview of the existing regulations and certification processes. Next,

shortcomings and bottlenecks are identified via two complementary ways [8]:
Firstly, investigates which safety occurrences have relatively high or increasing risk.
Secondly, which areas have a relatively low level of implementation of regulations?
This analysis made use of data from EASA and SRC annual reports [1, 5]. The underlying assumptions were:

Classes of safety occurrences for which the risk is relatively high or increasing may point to shortcomings of the
associated regulations and certification processes; some of which may be associated to interactions between

regulatory domains;

Areas where the implementation level of regulations is low may point to bottlenecks in the associated

regulations and certification processes.

This WP1.1 task describes how these two kinds of considerations (classes of safety occurrences,
implementation level) could be combined and exploited in order to better understand what kind of
recommendations could be provided. These recommendations should contribute to improve the definition

and application of the regulatory framework in line with initiatives as already managed by EASA.

Moreover they should be an input for the different options to be investigated in a new adapted certification

process as proposed in ASCOS WP1.

Finally, this approach could initiate an assessment framework for certification processes and practices in

Aviation.

The amount of effort involved in the certification of new aviation products and services can be an obstacle for

the introduction of innovative technologies and operational concepts. The Airbus A400M military transport
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aircraft for instance, as well as the Eurofighter program, suffered delays and cost exceedances that were partly
attributed to irregularities in the certification process (Traufetter, 2013). Fundamental changes in the
institutional arrangements for aviation regulation in Europe, the introduction of new technologies and
operations, and demands for higher levels of safety performance may require an adaptation of existing

certification processes.

Taking this in consideration, the needs are to investigate improvement areas and particularly the role of
regulation whatever the involved domains of TAS in operational issues. These situations are based on the fact
that the regulatory framework seems to be a corner stone and as a consequence there is a strong need to
progress in the understanding of relationships between applicable regulatory material and operational safety

issues. This topic is not new and the complexity is high due to many interacting factors.

An example of this kind of previous initiative is the study performed during SESAR Definition Phase (2007-
2008) and focused on the necessary improvements and changes to be undertaken concerning regulatory

framework to support the ATM Master Plan challenges.

After a preliminary status of the current situation, the recommendations of this study [1] were mentioning the

following issues and weaknesses:

Fragmentation and variability: “There is a diversity of approaches between States in the regulations applied

and considerable difference in the rigour with which they are enforced”

Accountability: “The development of new systems and operational concepts that may result in changes in the
ATM roles of service providers, airborne systems, users, airports or the military will require clarity in the safety

regulatory framework on the allocation of safety responsibilities.”

Duplication: "The three layers of ATM safety regulatory organisations in Europe have produced many different
regulatory requirements in Europe. In some cases these regulatory requirements cover the same areas and

overlap or are even contradictory”

Complexity of Regulation:” The quantity and complexity of ATM safety regulatory material is also a problem. A

clear, unambiguous safety regulatory framework is needed so that all participants in the ATM system know

what is expected of them”

Transparency: “All future standards and regulations should clearly state their safety objectives, provide details

on how safety requirements have been derived and record any assumptions that have been used”

Harmonization of Industry Regulation: “The relationship between different regulatory and legislative

requirements is currently unclear. This has led to un-coordinated safety targets, different approaches to safety
assessments and different classifications schemes for causal factors in incidents across the air transport

industry”
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Proportionality and Cost Effectiveness: “The complexity of regulatory requirements, variability in

implementation and lack of clarity makes if very difficult to determine the true cost or benefits of safety
regulation. The future ATM safety regulatory arrangements should:
e Ensure that the costs and benefits of safety regulation are known (this includes a validated approach
to monitor the safety performance);
e Apply safety regulation in a manner that is proportional to the risk that is managed;
e Ensure transparency of costing for safety regulation that are related to the economic system of the
aviation system (different models might be possible);

e Undertake a cost impact analysis as part of the rationale for all new safety regulations.”

3.2 WP1.1 Research approach

Regarding this context, ASCOS aims to break this chain of ‘stagnation’ of safety improvement through
introduction of novel and innovative certification adaptations, which will ease the certification and approval
process of safety enhancement systems and operations. Within ASCOS, WP1 aims to develop safety based
certification process adaptations. As an important first step, WP1.1 aims to analyse the existing regulations
and certification processes, in order to identify shortcomings and bottlenecks in these regulations and

certification processes.

The considered scope of this analysis refers to a total aviation context, including the domains
Aircraft/airworthiness; Operations and FCL; ATM/ANS; and Aerodromes (ADR). The following Figure 4 -
Structure of EASA regulations, including the domains considered illustrates this by showing the structure of

EASA’s regulations addressing these domains.

Mew Basic Regulation - [EC) Mo 216/2008

Airwarthiness & Emviramentsl
Cartification (2.3 |EU] 742-2012]

Airworthiness

Continuing Airwarthiness =g, |EC]
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(€] 208 /2001
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Figure 4 - Structure of EASA regulations, including the domains considered
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For each domain (e.g. Airworthiness, Flight Standards....), regulatory framework is structured according to
“Hard Law” (IRs Implementing Rules) legally binding and “Soft Laws” (AMC Acceptable Means of Compliance,
CS Certification Specifications, or Community Specifications for the Single European Sky, GM Guidance

Material) which are highly recommended.

As part of the ASCOS WP1 Certification Process, the objectives of this study are:
e To analyse the existing regulations and certification processes;
e To identify potential shortcomings and bottlenecks in the current certification processes;
e To derive ad-hoc recommendations related to regulatory material for TAS domains (e.g. ADR, ATM/
ANS , Flight Standards...).

Shortcomings and bottlenecks are distinguished as follows:

A shortcoming is ‘a fault or failure to meet a certain standard, typically in a person’s character, a plan
or a system’. In the context of the analysis the term shortcoming is used to describe the situation

where the regulation is fully implemented but proves to be inadequate.

A bottleneck is; ‘a phenomenon where the performance or capacity of an entire system is limited by a
single or limited number of components or resources’. In the context of the analysis the term
bottleneck is used to describe the situation where the regulation is not implemented at the expected

level.

As a first step, this study provides a description of existing regulations and certification procedures to be
considered in the scope of TAS. This includes a catalogue of existing regulations a catalogue of existing
administrative procedures & technical requirements, and a high-level description of the certification-approach
in selected domains.

Next, the WP1.1 identifies shortcomings and bottlenecks via two complementary ways. Firstly, an analysis is
conducted based on reported safety occurrences and secondly on the degree of implementation level of the
regulations in the various domains of aviation (TAS scope). This analysis makes use of data from EASA and SRC

annual reports [1, 5]. The underlying assumptions are:

Classes of safety occurrences for which the risk is relatively high or increasing may point to shortcomings of
the associated regulations and certification processes; some of which may be associated to interactions

between regulatory domains; and

Areas where the implementation level of regulations is low may point to bottlenecks in the associated

regulations and certification processes.

To complete these initial outcomes, the approach is including a review of existing studies of identified
shortcomings and bottlenecks in the certification process and regulations. Finally the study consolidates the

identified shortcomings and bottlenecks.
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3.3 Analyse the existing regulations and certification processes
3.3.1 Airworthiness & Continued Airworthiness

Aircraft must be designed, constructed, operated and maintained in compliance with an appropriate

airworthiness requirements (notion of Certificate of Airworthiness)

e ICAO Annex 8 contains Minimum airworthiness requirements but Authorities in States have to

develop their own regulation based on this ICAO Annex.
e In Europe (and US) airworthiness Certification standards are:
o Foraircraft>5,7 T : CS25
o Foraircraft<5,7 T: CS23
o For helicopters >2,7 T: CS29
o For helicopters <2,7 T: CS27
The Airworthiness scope is including:
o Performance & operating limitations
o System & equipment design/ installation
o Structural design & construction
o Cabin safety
o Engine & propeller design/ installation
o Operating environment & human factors
o Flying qualities
3.3.2  Flight Operators

ICAO in 1948 has adopted Standards And Recommended Practices (SARPs) for the operation of aircraft
engaged in international commercial air transport. ICAO Annex 6 covers areas such as aircraft operations,
performance, communication and navigation equipment, maintenance, flight documents, responsibilities of
flight personnel and the security of the aircraft. Regulations based on ICAO Annex 6 are established by

National Operational Authorities.

An Operator may operate an aircraft if an Aircraft Operator Certificate (AOC) has been issued by the relevant
operational authority. Annex 6 is addressing responsibilities of States in supervising their operators (e.g. flight

crew):
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o Method to supervise flight operations,
o Operation manual for each type of aircraft,

o Appropriate instruction (duties and responsibilities) and training for all operational staff within the

airline

o Minimum performance operating limitations with respect to aircraft in use (mass, elevation,
temperature, weather conditions, runway conditions, take-off and landing speeds under normal and

abnormal conditions (failure of one or more power-units)
3.3.3 ANS/ ATM

TAS shall consider CNS/ ATM (Communication, Navigation, Surveillance and Air Traffic Management). ATM is
including ATS (Air Traffic Services), ASM (Airspace Management) and ATFM (Air Traffic Flow Management).
ICAQO Annex 11 is covering descriptions of services and related regulatory requirements (Air Traffic Services).
Air traffic control service consists of clearances and information issued by air traffic control units to achieve

longitudinal, vertical or lateral separation between aircraft.

ICAO Annex 10 is covering Aeronautical Telecommunications (radio navigation aids, digital data

communications, voice communications, surveillance radar data, ...).
3.3.4 Airports

In 2003 International Civil Aviation Organisation obliged every Member State to certify all international

publicly accessible airports.

ICAO Annex 14 (5th edition 2009) — Requirements concerning certification procedures and guidelines were

included in ICAO Annex 14 and Doc 9774 titled Manual on certification of aerodromes. The contents of Volume

I reflect, to varying extents, the planning and design, as well as operation and maintenance, of aerodromes:
o Aerodrome data (e.g. runway, pavement, visual approach...)
o Physical characteristics (runways, taxiways, aprons, de-icing facilities...),
o Obstacle restriction & removal,
o Visual aids for navigation (markings, lamps....),
o Visual aids for denoting restricted use areas (e.g. closed runways and taxiways...),
o Aerodromes operating services (e.g. emergency, rescue, wildlife strike hazard reduction),
o Aerodrome maintenance

The content of Volume Il are including provisions for heliports.
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3.4 Identify potential shortcomings and bottlenecks
3.4.1 Safety Occurrences to be considered

This section collects information from CAT (Commercial Air Transport) safety occurrences reporting from EASA
[2] and EUROCONTROL SRC [3]. These data are reflecting evolution of the situation during the previous Years
up to now. The objective is to identify classes of safety occurrences for which the risk appears to be high or

increasing, since this could point to a shortcoming in certification and regulations.

e LOC-I (Loss Of Control In flight)

LOC-l involve the momentary or total loss of control of the aircraft by the crew. This loss might be the result of

reduced aircraft performance or because the aircraft was flown outside its capabilities for control.

e CFIT (Controlled Flight Into Terrain)

CFIT accidents involve the aircraft colliding with terrain while it is still under the control of the crew. Such
accidents can be the result of loss of situational awareness or of errors of the crew in managing the aircraft

systems.

e  SCF-PP (System or Component Failure related to Power Plan)

SCF-PP accidents involve the failure of a system or component directly related to operation of an engine SCF-
PP.

ANMNUAL PROPORTION FROM ALL ACCIDEMTS IN PERCENTAGE OF CFIT, SCF-PP AND LOC-
ACCIDENT CATEGORIES — EASA M5 OPERATED AEROPLAMES

: H‘\ SCF-pp
O
[ \ \ /_______——— - CHIT

Figure 5 - Source EASA [2] Annual proportion from all accidents in percentage of CFIT, SCF-PP and LOC-I accident categories-
EASA MS operated aeroplanes

Figure 5 - Source EASA [2] Annual proportion from all accidents in percentage of CFIT, SCF-PP and LOC-I
accident categories- EASA MS operated aeroplanes shows the trend of some of the occurrence categories over
time. The graph is created by calculating the percentage of accidents which have been categorized under the

occurrence categories.
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From this figure it is evident that CFIT accidents involving EASA MS operated aircraft have an overall
decreasing trend over the past decade. This can be attributed to technological improvements and to increased

awareness of situations which may lead to such accidents.

A similar trend is also shown for accidents which involve the failure of a system or component directly related

to operation of an engine SCF-PP (“System or Component failure related to power plant”).

In recent years there has been an increasing trend in the number of accidents involving loss of control in flight
(LOCI).

e  RE (Runway Excursion)

The number of severe runway excursions presents an improvement in the recent years. Both accidents and
serious incidents involving runway excursions show an overall declining trend. The number of incidents
reported shows an increasing trend. The opposite direction of these trends between severe and less severe

runway excursions is likely due to improved reporting.

OCCURRENCES INVOLVING A RUNWAY EXCURSION AT EASA M5 AERODROMES,
BY OCCURRREMCE CLASS (2007 -2011)

p I Axcident

R Serious ncident
8 roidorit

Figure 6 - Source EASA [2] Occurrences (2007-2011) involving a runway excursion at EASA MS aerodrom

Regarding the following incidents categories only a fraction of the related incidents are having an ATM

contribution in the chain of events.

e  UAP (Unauthorised penetration of airspace)

According to EUROCONTROL SRC [3] concerning the UPA Unauthorized penetration of Airspace (also known as
Airspace Infringements) the percentage of serious incidents (severity class A) amounts to 0.3% of the total
number of reported events. This represents a small increase (0.2% in the 2010 data). However, in terms of
absolute numbers of occurrences, 2011 shows a considerable increase from 4 to 12 events. The number major

airspace infringements decreased, in absolute figures, from 79 in 2010 to 68 in 2011.
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However an improvement shall be put in place due to weakness in terms of severity classification. The Figure 5
Classification of ATM incidents (source Eurocontrol SRC [3]) shows the number of ATM-related incidents not
severity classified for different categories of incidents. Unfortunately, we see an increase in most areas,

especially in Unauthorised Penetrations of Airspace and Separation Minima Infringements.
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MNumber of occurrences
severity not classified

Figure 7 - Classification of ATM incidents (source Eurocontrol SRC [3])

e  SMI (Separation Minima Infringement)

According to EUROCONTROL SRC [3] concerning the risk bearing SMI separation minima infringements,
compared with the previous year’s data, the data reported for 2011 shows a 12.1% increase in absolute

numbers and a 5.6% increase when measured against traffic levels:
* Serious incidents (severity class A) increased in absolute numbers from 16 to 35,
* Major incidents (severity class B) increased in absolute numbers from 178 to 217.

e RI(Runway Incursions)

Concerning Rl (Runway Incursion in absolute figures, the number of serious runway incursions in 2011 slightly
increased (23) compared with the previous year (22), whilst a decrease is shown for major events (from 77 to
62) (source EUROCONTROL SRC [3]).

e IS (Inadequate aircraft Separation)

The Incidents involving “inadequate aircraft separation” are categorised under ‘IS’. An improvement is

certainly needed - increased number of safety occurrences not classified in terms of severity.

e CLR (aircraft deviation from ATC CLeaRance)

This category includes the Level Busts. Many of these incidents are also categorized as SMI (in the causal
chain). An improvement is needed due to an increased number of safety occurrences not classified in terms of

severity.
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3.4.2 Specific ATM scope

The considered severity classes are the following:
e Severity A serious incidents;
¢ Severity B major incidents;

e The other classes are severity C (significant), severity D (not determined), severity E (no safety

impact).

The category that has the largest proportion of risk bearing incidents (severity A and B) is the SMI (Separation
Minima Infringements). This category refers to occurrences in which the defined minimum separation
between aircraft has been lost. Many of the incidents that have resulted in a loss of separation and
categorized as risk bearing are also categorized as deviation from ATC Clearance or Unauthorized Penetration

of Airspace Infringements.
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Figure 8 - Number of ATM related incidents by category and severity (2005-2011) [source EASA [2]]

* Rl must be considered due to occurrences rates increase in 2010 although 2011 is showing an improvement -
Figure 6 Number of ATM related incidents by category and severity (2005-2011) [source EASA [2]].

e SMI refer to occurrences in which defined minimum separation between aircraft, has been lost. With the
exception of 2009 and 2010, overall the total number of incidents reported is increasing every year. SMI under
severity A have a decreasing trend until 2010 followed by an increase in 2011. A similar increase in severity B is
indicated in the preliminary data in 2011 -Figure 6 Number of ATM related incidents by category and severity
(2005-2011) [source EASA [2]].
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Although it is very difficult to assess in a rigorous way the level of implementation of regulatory material in the

different TAS domains (airworthiness, Flight operators, airport, CNS/ATM...), it is however possible to

distinguish some trends based on miscellaneous published material (see below) highlighting current status and

evolution from former years. The following

Figure 9 - Level of implementation of regulatory material in TAS domains summarizes these tendencies.

Level of implementation
of Reg‘tjlatory Domains
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Ground Equipment
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Figure 9 - Level of implementation of regulatory material in TAS domains

e Airworthiness and Continuing Airworthiness:

v

Airports

Regulatory Domains

Basic Regulation (EC) No 1592/2002 of 15 July 2002 with later amendments gave responsibility to the

European Aviation Safety Agency for the airworthiness and environmental certification of all aeronautical

products, parts, and appliances designed, manufactured, maintained or used by persons under the regulatory

oversight of EU Member States. EASA has developed and implemented the Agency's Internal Certification
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Working Procedures in the following areas: Type Certification, ETSO-Authorisation, Supplemental Type
Certification (STCP) and Continuing Airworthiness of Type Design (CAP). Globally, there is no major issue

regarding the implementation of this regulatory material and the related practices.

e CNS/ATM (to be completed)

e Airports
ICAO provisions
Not all European international airports are certified under ICAO provisions.

Amongst other extremely varied level of consistency of national regulations with currently
valid ICAO Annex 14 was observed. As for the area of SMS implementation there was also an

apparent gap between the current situation and best practices in analysed countries.

Problems with resources.

According to EASA Report finding main reason for actual deviation from Annex 14 regulations
is insufficient resources and capacities as well as some kind of grandfathered rights for the
airport infrastructure. There were also problems with publication of actual deviation in the

respective AIP. There were no examples of satisfying solutions anywhere in EU.

CAA staff problem in many countries.

Staff shortages, or in other words overworking, lead to common delay in implementation in
many countries (especially, if NAAs/CAAs employees are involved in regulatory and

legislative processes).

Not all standards and recommendations are fulfilled among aerodromes surveyed in EASA

Report. For example at 7 from 56 visited airports Standards and at 34 Recommendation
concerning RESA (Runway End Safety Area) were not fulfilled.

e  Ground Equipment Software:

Although the maturity of practices has been considerably improved during these recent years through the
publication in 2008 of EC482 (Implementing Rule for the CNS/ ATM Software) and the availability of Guidance
material and Standards (ED153 in 2009, ED109 in 2002), some remaining issues need to be addressed like:

1. Manufacturers have a tailored approach to cope with various depths of requests and complexity of
ANSPs;

2. ED153 and ED109 (the most frequently mentioned) are still at very high level and need application
notes based on lessons learnt
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3. How should safety requirement issued from the IRs Implementing Rules be considered in the global
system/equipment safety assessment? What about the balance between compliance based and

performance-based approaches?

4. How can we get a better/common (ANSP/Manufacturer) view of what we really need to do to show

compliance with EC482?
5. What should be the content of EC 552 declaration of conformity in relation with safety assessment?
6. COTSs (do we have enough in GM Guidance Material?)

3.4.4 Bottlenecks and shortcomings identification

The purpose is to identify shortcomings and bottlenecks in regulations and certification processes by
considering:

e A further analysis of the classes of selected safety occurrences (3.4.1) as described in step1,

e The degree of implementation of the regulatory material by considering its implementation level per

domain, for which input was collected (3.4.3) as described in step2.

e By combining these two “dimensions” and also considering additional aspects like improvements or
not during past years of these safety occurrences, number of regulatory domains involved in scenarii,

phases of flight related to these scenarii, the notions of shortcoming and bottlenecks of the current

regulation and certification process could be highlighted (as described in step3).

Step1 Safety Occurrences scenarii classification

The classification of safety occurrences scenarii is performed according to a ranking of scenarii in 2 levels (high,

medium) by combining 2 criterias including the notions of severities and improvements aspects:
e (criteria N° 1) --> consider the severity of safety occurrences: accident, serious incident (severity A),

e (criteria N° 2) --> consider the quantitative evolution of these occurrences (select occurrences
categories if there is no improvement for recent years (e.g. number of occurrences absolute or

relative).
The ranking of scenarii is performed according to the following rules:
° Importance of scenario High --> if criteria N°1(OK) AND criteria N°2 (OK),

° Importance of scenario Medium --> if criteria N°1 (OK) OR criteria N°2 (OK),
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Step2 Identification of Safety scenarii Precursors and related involved TAS domains

For this step of analysis the following approach is followed:
e  describe safety occurrences in more details,

e identify potential precursors and related causes according to the previous set of selected scenarios
and related safety occurrences, [use some inputs from Accident/Incident models (e.g. CATS, IRP)] in

order to highlight involved operations & systems
e consider occurrences figures related to ATM support functions [5] (SRC Annual safety report 2012)

e consider phases of flight related to safety occurrences scenarios (to consolidate identificaton of

related TAS domains),

identify level of contribution of each regulatory domain

The expected outputs should be the list of involved regulatory material consolidated with the related phases of

flights, the list of main precursors (and potential causes if possible).

Step3 Initial assessment of regulation influence

The regulation influence is provided through the identification of shortcomings and bottlenecks by taking in
consideration for each safety occurrence scenario (CFIT, SMI, ....) the degree of implementation of involved
regulatory materials, the number regulatory domains (ATM, Airworthiness, Flights Operations....) and phases
of flights:

o Very High Priority (shortcoming & bottleneck) if:

The safety occurrences scenarios induced in the scope of the regulatory domain are high (accident/ incidents
severity A), the interaction with the other regulatory domains is very important in the analysis of safety
occurrences scenarios.” The identified regulatory area is not implemented at the expected level (whatever the
reason).

o High Priority (shortcoming) if:

The safety occurrences scenarios induced in the scope of the regulatory domain are high (accident/ incidents
severity A), the interaction with the other regulatory domains is important in the analysis of safety occurrences

scenarios. The degree of regulation application is at the expected level.

o Medium Priority (bottleneck) if:

These criteria (safety occurrences scenarios and interaction with other regulatory domains) are combined in order to
assess the level of safety risks in the Figure 10 - Regulation influence diagram on safety risks
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The safety occurrences scenarios induced in the scope of the regulatory domain are medium (not explicitly
related to safety occurrences (accident/ incidents severity A). The interaction with the other regulatory
domains is less important in the analysis of safety occurrences scenarios. The identified regulatory area is not

implemented at the expected level (whatever the reason).

o Satisfactory if:

The safety occurrences scenarios induced in the scope of the regulatory domain are medium (not explicitly
related to safety occurrences (accident/ incidents severity A). The degree of regulation application is at the

expected level,
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Figure 10 - Regulation influence diagram on safety risks

Step4 Additional considerations

Based on similar analysis [7] (FAA Commercial Airplane Certification Process Study (March 2002) or [6] (EASA
RIA Process definition) some relevant inputs should be also considered to improve the characterisation of

shortcomings or bottlenecks.
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Initial Results

The following Figure 11 - Potential influences of Domains Regulatory Frameworks on Safety Scenarii provides

an overview of this analysis results considering safety scenarii priorities and regulatory domains according to

identified precursors.
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Figure 11 - Potential influences of Domains Regulatory Frameworks on Safety Scenarii
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3.4.5 Conclusion and ad-hoc recommendations

An approach was followed that investigated which safety occurrences have relatively high or increasing risk,
and which areas have a relatively low level of implementation of regulations. This analysis made use of data
from EASA and SRC annual safety reports. The Figure 12 - Shortcomings and bottlenecks induced by application

of regulatory framework illustrates this approach.
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Figure 12 - Shortcomings and bottlenecks induced by application of regulatory framework
The underlying assumptions were:

Classes of safety occurrences for which the risk is relatively high or increasing may point to shortcomings of the
associated regulations and certification processes; some of which may be associated to interactions between
regulatory domains; and Areas where the implementation level of regulations is low may point to bottlenecks

in the associated regulations and certification processes.
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The main conclusions regarding shortcomings and bottlenecks in the current regulations and certification

processes are:

o In many cases, human errors can be identified as direct cause of the accidents, both when
piloting as well as during maintenance works. Elaboration of design techniques in the area of
piloting as well as maintenance to better address the avoidance of error-prone solutions is
necessary. There is a need for developing adequate regulations addressing the human-
machine interface, ergonomics and human limitations aspects, as well as eliminating error-
prone solutions. Due to the importance of human factors aspects as source of risks, this

aspect must be considered whatever the regulatory domain (airborne and ground).

o Aerodromes: Elaboration of tools ensuring proper and full execution of ICAO Annex 14 SARPs
at Aerodromes. Lack of regulatory requirements to provide flight crews with a consistent
format of take-off and landing data for all runway conditions. Inadequate regulation for the
provision of correct, up-to-date and timely runway condition reports. Currently, no

international standard exists for measuring and reporting runway conditions.

o CNS/ATM can be identified as a critical area for safety benefit due to the importance of
human factors aspects as source of risks, level of change of operational concepts for the
coming years evolving from SESAR, no visible improvement regarding the situation of ATM
support functions (e.g. software), and level of implementation of interoperability regulation.
Improvements in this field could help significantly in further reducing commercial aviation
incidents and accidents. In this context, it should be noted that improving the collection of
incidents and accident statistics to better understand the severity of incidents in the

CNS/ATM domain may bring additional insight and benefits.

o Existing studies: a review was conducted of existing studies of identified shortcomings and
bottlenecks in the certification process and regulations. The main conclusions from this
review are as follows: several shortcomings exist in the following certification areas:

= the aircraft certification process;

= aviation safety data management;

= the interfaces between maintenance, operations, certification, major repairs and
modifications;

= the safety oversight process.

o Safety Cases: there are certain risks with the use of safety cases in certification. Various
potential shortcomings of the use of safety cases were identified in a military setting, but are
of potential interest for the civil domain as well. It should be considered that safety cases
need to be improved due to the current level of maturity of stakeholders regarding this

approach.
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Issue: 1.3

4 Options to adapt certification and approval processes (D1.2)

The following sections describe the main outcomes of [9].

4.1 What factors influence the identified bottlenecks and shortcomings?

The following Figure 13 - Principles influencing the reduction of shortcomings and bottlenecks summarises the

factors influencing these identified issues.
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Figure 13 - Principles influencing the reduction of shortcomings and bottlenecks

4.2 Key principles

According to these identified influences, a set of key principles have been derived and adopted to consider the

potential options to adapt the certification / approval processes:
= flexibility of regulation model (e.g. performance based vs compliance based),

=  communication and consistent notion of risks between TAS domains,
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= safety risks evolution and control between TAS domains,
= communication of data between life cycle phases regarding a change of system,
= communication and involvement levels between TAS stakeholders (e.g. regulators, industry),
= impact of technological innovation.
4.3 Derived new options for certification/ approval

Based on the former key principles, brainstorming sessions have identified potential options (in line with these
influencing factors) to adapt certification/ approval processes. These potential improvements have been

consolidated into eight approaches that can be applied to the Total Aviation System:

1. Integrate all domains within the authority

When integrating the different domains in the Authority, certification projects with more than one domain
involved (e.g. product certification, operations, ATM) will benefit from a more joined approach. Conflicting
requirements between for instance certification and operations can be identified on time and shared solutions
developed. Moreover, given a closer cooperation between different aviation domains the probability that

conflicting requirements are developed will probably decrease.

2. Change between performance based and compliance based

This option comes down to enforcing more compliance-based processes by means of performance-based
elements, and more performance-based processes by means of compliance-based elements. This could be
done on a voluntary basis by industry instead of using required compliance methods. A performance based
requirement structure could accelerate the certification of novel products for which detailed prescriptive
requirements are not available. A Proof of Concept (see also change f) can be part of the performance based
method. Performance based requirements do not mean the total abolishment of Acceptable Means of
Compliance. Certain standardization in how compliance is shown will greatly help the industry to speed up
processes. Authority and Industry must work together in the development of AMC material. Performance
based certification can result in the authorities keeping a distance from the development and certification
process. This can result in a lesser knowledge of the technology. In the end the authorities must be able to
agree the means of compliance used by the applicant, which needs a thorough experience. The authority will
have to make sure that the experience of its personnel is adequate. Also, a more compliance based approach

may be followed where currently a performance based approach is followed.

3. Abolish all certification by authorities and transform into voluntary compliance

Simple systems could be fitted in simple aircraft if it meets the appropriate ETSO (European Technical Standard
Order) and provided the manufacturers’ installation manual contains sufficient data for non-complex aircraft.
If the safety risk of the new equipment is considered minimal with a relatively high safety benefit, this

approach could be an acceptable way of working. However, guidance for how these high safety benefits can be
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predicted, assessed, and measured should made available. In particular, the effect of the loss of the equipment
and the effect of misleading information provided by the equipment would need to be assessed and taken into
account in the overall assessment. Furthermore, it may be difficult (e.g. for the ETSO manufacturers and/or the
aircraft operator) to prove the safety benefits for a given equipment, unless the installation of this equipment
is confined to specific products for which the aircraft configuration would be known and controlled as well as
confined to specific types of operations, which would significantly decrease the advantage of this option. The
drive to produce a safe product might be generated by the commercial value of safety and/or the insurance
companies that balance premiums with risk. This option will most certainly reduce the cost of certification

activities. The big question is whether the required safety enhancement will be achieved with this approach.

4, Make more use of competent (certified) entities

This proposes more use of competent (certified) entities to supplement the workforce of the authorities. This
can be done under the supervision of the Authority or by delegating the authority to these (certified) entities.
This option is already put in motion by the Authorities. As most Authorities are scaling down their workforce,
they have to rely more and more on Qualified entities. These can be National Authorities (in the European
arena) or commercial and non-commercial bodies. National Authorities are already used extensively by EASA.
A tendering process is already started by EASA to contract Qualified Entities. It is not yet clear how much EASA
is willing to outsource to these entities. For the short term this is probably a very powerful means to prevent
delays in the certification process and to perform the job with enough competence. A risk for the authority is
that competence, knowledge and experience will be vested in these entities instead of the Authority. Extensive

auditing of the entities needs to be performed.

5. Certify the applicants instead of their products

This process is already put in place to a large extend (DOA, POA etc.).

6. Use of Proof of Concept approach

First of all it will be important to use a similar definition of what Proof of Concept actually means. The
following definition is here proposed (cf. Section 2.3.4): A proof of concept (POC) is a demonstration whose
purpose it is to verify that certain concepts or theories have the potential for real-world application and will be
certifiable. For this purpose a POC uses a prototype (equipment or procedure) that is designed to determine
this potential by testing. This prototype may be an innovative, scaled-down version of the system or operation
intended to be developed. In order to create such a prototype, tools, skills, knowledge, and design
specifications may be required. A PoC can be part of a Performance Based certification method. For this, the
result/outcome of Proof of Concept exercises or trials should be the requirements that need to be fulfilled in
order to certify the product as well as a more developed specification. A PoC could be profitly combined with a

Performance based certification process.

7. Enforce existing rules and improve existing processes
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In this option we keep the certification process as it is, focus on correct implementation in the different

member states, and have a look at possible improvements within the process.

8. Cross-domain fertilisation

Also in this option no major changes or innovations are made, but the best practices in certification in each of

the different domains are used to improve weaker areas in the other domains.

4.4 How to select these options?

These eight options have been further reviewed against a set of 15 evaluation criteria, but with an emphasis

on safety and cost benefit. Other criteria used include throughput time, stimulation of innovation, required

expertise, bureaucracy, interoperability between domains, harmonisation and standardisation, acceptable
means of compliance definition, level of difference with current requirements, ability to use retroactively,
human factor involvement, new process more performance based or compliance based, possibility to delegate
responsibility, and feasibility. The initial review of the impact of these approaches suggests that options 2, 6, 7
and 8 provide the most promise for achieving the aims of ASCOS with regards to enhancing certification

approaches.

Moreover these options have been evaluated and consolidated for the different domains according these 15
criteria (detailed here after):

e Air operators,

e  Aircraft & products,

e ATM & ANSPs,

e Ground Equipment,

e Airports.
4.4.1 Primary criteria
The following criteria are considered as primary criteria:

o safety benefits: it is unlikely that a new certification approach will achieve another safety
level than the current process. It could be envisioned that a new approach will achieve
higher safety at equal cost. Of course this would have to be assessed as a positive
characteristic. On the other hand, a new approach will never result in a lower safety level as
the baseline process, as this would disqualify this approach, due to not reaching the required

safety targets.

o Cost benefits: The evaluation criterion “Cost benefits” relates to the direct costs of the
certification process. This includes the costs of all involved processes and activities, both to

the applicant and the certifying authority.
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4.4.2 Additional criteria

e  Reducing throughput time:

The throughput time is a very important attribute of a certification process. The general perception is that
current certification processes are quite lengthy. Therefore, reduction of throughput time should be regarded
as a positive attribute. To some extent throughput time affects the direct certification costs (time is money). It
also determines the time duration in which new innovative systems or operations can reach the market, and

can become effective.

e  Stimulation of innovation:

An important characteristic of a certification process is its capability to accommodate innovations. Current
certification processes are largely based on showing compliance with existing regulations. These regulations
are mostly based on requirements that apply to existing system or operations, taking into account past
experience (lessons learned). By definition such processes are not very flexible in allowing innovative systems
or operations that may employ completely new technologies, for which no experience and thus no appropriate

regulations do exist.

e Reducing required expertise:

Current certification processes are in general very complex processes. The current regulatory framework is an
extensive system of rules, regulations, recommended practices, means of compliance, etc., that may even be
different from country to country, or from continent to continent. Dealing with such a framework requires not
only technical expertise but also an historic notion of the background of applicable regulatory requirements in
order to be able to properly interpret the meaning of these requirements and to consistently assess

compliance or non-compliance.

e Reducing bureaucracy (for the Applicant, for the Certifying Authority);

Certification processes involve always some form of bureaucracy. This is inherent to formalized processes with
hierarchical approval structures. Therefore, certification processes without some form of bureaucracy are
unthinkable. Nevertheless, the term bureaucracy often has a negative association, as it may relate to
unnecessary regulations, inefficient approval processes or unduly complex administrative processes.

Inevitably, bureaucracy will lead to some costs, either for the applicant or for the certifying authority.

e Interoperability with other domains:

In the current practice, the certification and approval processes in the different domains (such as aircraft
certification, operations, ATM and airports) differ (significantly) from each other. In some areas certification is
mainly compliance based (as for instance in aircraft certification), while in other areas the approval process is
largely performance based (as in ATM where the overall target for ATM contribution to accidents is specified in

ESARR4, and contributions of sub-systems can only contribute to fractions of this overall target). While it could
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be envisioned that specific approaches are optimal for a specific domain, it is most likely sub-optimal if total
aviation safety is regarded. The main issue here is that when each domain uses its own methodology problems
may arise at the interfaces between the various domains. It may become unclear how for instance an aircraft
system that is certified against a given aircraft certification requirement might affect the ATM contribution in
aircraft accidents. A good example is the TCAS system that was certified as an airborne safety net to prevent

mid-air collisions.

e Early stakeholder involvement:

Certification processes involve inherently a large number of stakeholders, such as manufacturers, airlines,
ANSPs, airports, EASA, FAA, etc. It is not likely that any new process could have an impact on the amount of
involved stakeholders itself. However, it could have an effect on the actual involvement of stakeholders or on

the communication and information exchange among stakeholders.

e Harmonisation and standardisation:

For about 40 years a lot of effort has been put in international harmonisation of rules, standards and methods
that are used for certification. In particular the harmonisation between Europe and the United States has got
significant attention. Also ICAO and organisations like RTCA and EUROCAE play an important role in the
worldwide harmonisation and standardisation of the regulatory framework and the associated means of
compliance. Although the current regulatory framework may not be perfect, and full international
harmonisation has not been accomplished, it must be realized that the current state of affairs has been
achieved at the cost of significant efforts and time. Any new certification process or method has the danger of
de-harmonization, in case it would not be widely accepted. However, the new process could also promote

harmonisation by streamlining existing processes.

e Acceptable Means of Compliance definition:

A regulatory framework does not only set the standards, but will also need to specify certain guidelines (best
practices) and acceptable means to show compliance with the certification requirements. These means of
compliance are preferably clear to understand (in terms of objectives and activities to be performed) and not
susceptible to subjective interpretation. Implicitly, a new certification process will have to take into account
how suitable AMCs can be defined. When a new certification process would lend itself to easily define AMCs

this would have to be regarded as a positive attribute.

e Level of difference with current requirements:

Clearly any change in the certification process will have some level of difference with current requirements. At
one end of the spectrum, the changes could be minimal, reflecting an evolutionary approach. At the other end
of the spectrum the complete process could be redefined; the revolutionary approach. It is a priori difficult to
say which approach is inherently better. By penalizing revolutionary approaches too much, the opportunity to

incorporate real innovations could possibly be very limited. On the other hand it is unrealistic to assume that
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current certification processes, that incorporate the collective wisdom and past experience, would need to be

completely re-designed.

e Ability to use retroactively:

An important aspect of a new certification approach is to what extent it can be applied retroactively. Current
aircraft designs may continue to be in operation for 40 years or more (f.i. the Boeing 737). During their lifetime
such designs are improved and upgraded on a continuous basis. Because, also the regulatory framework
evolves during the lifecycle of such designs, the question may arise to what extent new standards should be
applied to design upgrades and to what extent grandfather rights do apply. Often this is subject to a
negotiation process between applicant and regulatory authority. The outcome of such negotiation process is
sometimes considered as subjective or not transparent. Therefore, if a new certification process would be
more suited to be used retroactively it is beneficial in defining a consistent certification baseline for design

changes. This capability should therefore be rated as positive.

e  Promote human factor involvement:

The main source for aviation safety risk is still human error. Reducing the possibility for human error will have
an immediate positive impact on safety, and is inherently linked to the criterion ‘safety benefits’. It is therefore
important, and maybe even critical, to address human factors aspects as criterion as well. Although human
factor aspects are increasingly incorporated in the present regulatory framework, it is still not considered to be
fully adequate to further improve aviation safety. In case a new certification process would promote the

incorporation of human factor aspects this would therefore be considered a positive attribute of the approach.

e Possibility to delegate responsibilities to the Applicant

It is difficult to state that delegation of more responsibilities to the applicant is always a good development.
There are positive aspects, namely that certification burden at the certifying authority is reduced, and that it
potentially adds flexibility to the certification process. On the other hand, it leads to new responsibilities for
the certifying authority, because the delegated responsibility has to be supervised and quality controlled. Also,
it can be questioned whether delegation of responsibilities doesn’t lead to erosion of knowledge and expertise
at the certifying authority, and with that of the inherent certifying capabilities. Therefore, it is difficult to rate a
new approach on its capability to delegate responsibilities. However, a general trend is visible that certifying
authorities have a positive attitude towards further delegation of responsibilities. This is evident from
increased attention on safety management systems, while direct supervision and inspections are reduced.
Whether this is a favourable development or not is not a priori clear. However, if a new approach would be in

line with the general trend to delegate responsibilities, this would have to be regarded as a positive attribute.

o  Feasibility

Feasibility: the outcome of the evaluation of all criteria.
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4.5 Conclusions and recommendations of WP1.2

By combining the former criteria the results of the assessment selected the following options as most

promising ones:

e  Option 2: Change between performance based and compliance based;
e Option 7: Enforce existing rules and improve existing processes;

e  Option 6: Proof of concept approach;

e  Option 8: Cross-domain fertilisation.

However, moving forward it is recognised that to achieve the aims of ASCOS any future certification

adaptations must take the following into account:

= Ensure that there will be a reliable process to ensure that assumptions made in the design and

certification safety assessments are valid with respect to operations and maintenance activities;

=  Avoid unnecessary change, recognising the good approaches already in place;

=  Provide a generic certification framework encompassing the Total Aviation System (TAS);

= Use a common language across all domains based on safety argument concepts (e.g. argument-based

as used in OPENCOSS), allowing flexibility to accommodate a variety of approaches across domains;

=  Provide rigorous management of interfaces, both between domains and between the TAS and its

environment, to ensure that all key safety issues are properly addressed and not lost at interfaces;

= Allow, within each domain, the new certification approach to evolve from the current approach by

keeping the existing approach where no change is required

= Learning lessons from other domains where this gives improvement

= Ensuring that bottlenecks and shortcomings are addressed by the proposed approach;

= Promote flexibility within each domain to allow introduction of new technologies or procedures

=  Harmonise approaches between domains where this is advantageous or necessary
= Simplify certification processes, where there are:

o demonstrable benefits and

o no loss of confidence in the assurance of safety;

= Reinforce existing techniques where they are appropriate but not consistently applied;
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=  Provide a mechanism for identification and resolution of further bottlenecks and shortcomings;

= Introduce a bridge between regulations for different domains (e.g. between aircraft certification and

Air Traffic Management or between product certification, maintenance certification and operational

certification) in order to advance throughput time of certification without loss of safety items;

= Take more explicit account of electronic hardware in the proposed approach;

= Consider the fact that less experience is gained by the flight crew when more automation is used;

= Consider the balance between product and organization certification and allow flexibility between the

two dependent on criticality, complexity and maturity (of both product and organisation);

= Consider the whole system lifecycle, in particular considering:

o  whether the certification process can usefully be initiated earlier in the lifecycle;

o How to ensure that certification remains valid throughout in-service life, taking into account

changes in the wider system during that lifetime.
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5 Propose an initial approach to implement selected options (D1.3)

5.1 Consider D1.1/ D1.2 outcomes

The following fundamentals derived from the former studies have been particularly considered for D1.3.
e  Minimise unnecessary change, recognising the good approaches already in place
e Provide a generic certification framework encompassing the total aviation system (TAS)

e  Provide rigorous management of interfaces, both between domains and between the TAS and its
environment key aim is to ensure that safety issues (e.g. assumptions, restrictions) are properly

addressed and not lost at interfaces

e Allow, within each domain, certification approach to evolve from the current approach keeping the

existing approach where no change is required
e Learning lessons from other domains where this gives improvement
e Ensure that bottlenecks and shortcomings are addressed by the proposed approach
e Promote flexibility within each domain to allow introduction of new technologies or procedures
e Harmonise approaches between domains where this is advantageous or necessary
o  Simplify certification process where there are:
o demonstrable benefits and
o no loss of confidence in the assurance of safety
e Champion / reinforce existing techniques where they are appropriate but not consistently applied
e Provide a mechanism for identification and resolution of further bottlenecks and Shortcomings
5.2 Principles of D1.3 proposed approach

The proposed approach [10] is trying to address the issues as mentioned before and can be summarised as
follow. The domains of the TAS are driven by very different approaches of certification. These approaches
work well in their respective domains but there is no panacea approach. It means that a common framework
needs to be proposed but with a sufficient flexibility level in order to be adapted according to specific aspects
of these TAS domains (e.g. already existing standards or methods satisfactorily working). This required

flexibility can be supported and facilitated by a notion of modularity. However new technologies or concepts

may not be adequately covered by current standards. Then there is a need to express a certain level of claims
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without any reference to existing standards or Acceptable Means of Compliance. This is the challenge

represented by “Objectives/ Performance” vs “Compliance-based” approaches for the regulatory framework.

Moreover interfaces (e.g. between TAS domains) present a particular concern because, where issues are
transferred between domains, it is easy for them to be lost, overlooked or forgotten. The notion of risks and

propagation of risks through the different domains of the TAS remains an important issue to be addressed.

ASCOS Approval Method focuses on establishing and substantiating a claim that a change to the system will be

acceptably safe.

Therefore the selected approach is based on the development of safety arguments with the ability to be
developed with a certain level of modularity depending the nature of the change to be certified. The safety
argument is underlying every approval approach but it is often implicit. Using a common argument language
helps with managing interfaces. Linking arguments with existing approaches helps limit the extent to which the
arguments need to be developed. A special attention should be focused on the interfaces between these

modular arguments in order to be confident regarding the control of risks propagation between TAS domains.

The core mechanism in the ASCOS Approval Method is the development of a justification by adapting, linking
or establishing new approval approaches using Safety argument. The justification considers all aspects of the

TAS and its environment affected by the change.

The Argument modularisation is used to manage the inherent fragmentation of the system and of the approval

approaches Via Assurance Contracts.

The ASCOS Approval Method D1.3 reflects a set of activities according to the life cycle of a change and the
justification of the claim by starting with identification of the concept and establishing its viability through
development and implementation into operation. However, the activities do not depend on a particular

lifecycle being followed.

o Modularisation of the Safety argument: The overall safety justification is split into modules aligned to the

domains, approval paths, organisational roles and system hierarchy. Module interfaces are defined to

manage interdependencies Using Assurance Contracts. The modules can then be developed separately by

the owner. Interdependencies need to be managed and agreed between module owners. ASCOS proposes

a TAS Engineering and Safety Group (see WP3).
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Figure 14 - Modular Safety Argument Architecture for Operation of Electronic Flight Bag (EFB)

o Operational service

The Safety argument extends to the transfer to and ongoing operation of the change post implementation. It
can provide the justification for the adequacy of monitoring, change control, and other SMS controls and
procedures. Adapted approval approaches can be transferred to existing processes and practices e.g. revised
regulations, standards, AMC, guidance, etc. The safety argument can be retained and maintained as a record

of the justification behind an approach to be used in future adaptations.

5.3 D1.3 Certification process adaptation description

The stages are defined for application to the “real” TAS. The first application will be in the ASCOS case studies
which form WP4, whereas validation of the approach is addressed in WP5. It is intended to use the experience
of the case studies and the validation to refine the approach; this will include refinement of the stages defined
here. For the case studies, selected ASCOS User Group members are involved to provide assistance and act as

“representative” stakeholders and acceptance authorities. The stages of the approach are listed below.
1. Define the change
2. Define the certification argument (architecture)
3. Develop and agree certification plan
4. Specification

5. Design
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8. Transfer into operation — transition safety assessment

9. Define arrangements for continuous safety monitoring

10. Obtain initial operational certification

11. Ongoing monitoring and maintenance of certification

These stages are aligned with the lifecycle stages and the generic argument is presented here after. In reality

depending on the nature of the change (e.g. whether or not the change may be considered ‘minor’ or ‘major’)

some of the stages may be skipped or combined, but the principles remain the same for each stage. However,

it is important to note that the responsible party for each stage of the argument may be different and this

means that there can be assurance contracts between the stages as well as between the various components

of the system or service. For example an assurance contract will exist between the manufacturer of an aircraft

and the operator / maintainer of the aircraft. If progressive certification is adopted, acceptance would be

obtained from the relevant authorities following each of the stages listed, in order to derisk the achievement

of operational certification.

Supporting the step 2 (argument architecture) several templates arguments have been provided as illustration

of Generic Safety argument architecture.

C 002 The change to the
system is defined in the
system definition [REF]

Cl 0: Change X to the TAS is

acceptably safe

A

/ C 001 Acceptably safe is \
defined by the safety

criteria in [REF]

S 0: Argue on the basis of demonstrating
safety from initial specification through to

monitoring of safety in service

e\ e

Cl 1: Change X is
specified such that it
will achieve an
acceptable level of

Cl 2: Logical design for
change X satisfies the
specification and is

Cl 3: Implementation of
the logical design for
change X is complete

CI 5: The service(s)
introduced by change X
will continue to be
demonstrated as

Cl 4: Transition to
introduce change X is
acceptably safe

realistic and correct acceptably safe in
safety . .
operatlonal service
Figure 15 - Generic Safety argument Architecture
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The argument is broken down into claims which address the different stages of the development Iifecyclez. The
development of these claims is further addressed in steps of the process. This includes a discussion of the

processes used and the outputs of each stage of claim development.

o Cl1: Change X is specified such that it will achieve an acceptable level of safety: This claim focuses on what
is being changed (e.g. introduction of a new concept or service) without considering the details of how the
change is implemented. At this stage, the change is considered at the functional specification level, in the
context of high level functions, operational behaviour, modes of operation and scenario analysis.
(However, even at this level, the change should be partitioned into the different domains within the TAS
to facilitate initial development of the argument.) In an ATM argument, for example, this claim is made at
the operational level, considering the paths which the aircraft take through the airspace, without
considering the tasks or equipment employed to guide them to these paths. This claim includes the
performance of the change as specified (including consideration of all normal, abnormal, degraded and

emergency conditions) in the absence of failure.

o Cl 2: Logical design for change X satisfies the specification and is realistic: This claim demonstrates that the

logical design15 of the change has the functionality and behavioural and performance attributes necessary
to satisfy the specification considered in Cl 1. This claim considers all normal, abnormal, degraded and
emergency conditions of the operational environment. In addition, this claim considers all the possible
hazardous failure modes of the logical design and sets mitigations and assurance requirements such that

the system is acceptably safe in the presence of these failures.

o Cl 3: Implementation of the logical design for change X is complete and correct: This claim demonstrates

that the physical implementation16 of the change correctly implements the design. As well as directly
ensuring that all the requirements are met, this part of the argument also assesses the design to ensure
that any inadvertent adverse safety properties are identified and (where appropriate) mitigated. It is to
support this claim that detailed assessments of the failure modes of the equipment, people and

operations are made.

o Cl 4: The transition to introduce change X is acceptably safe: This claim is concerned with preparing the

system (equipment, people and procedures) for bringing it into operational service. It also includes the
qguestion of how the system can be brought into service without adversely affecting the safety of the
existing on-going operations during the period of the transition from the current operations to the new

situation.

o CI 5: The service(s) introduced by change X will continue to be demonstrated as acceptably safe in

operational service: This claim is concerned with (a) ensuring that the a priori safety assessment (made in
arguments 1 — 3) is supported by in service evidence (and addressing any deviations of the actual system
from the predicted performance) and (b) with ensuring that any changes to the system or its environment

are correctly monitored (and that any corrective actions needed are implemented). It is here that

2 The argument is mapped to the E-OCVM lifecycle [Table 1 - Mapping the generic argument to the E-OVCM lifecycle]
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complete and accurate identification of the relationship between the part of the system being changed
and the rest of the TAS and the external environment is critical: this is necessary so that the correct items
in the TAS and the external environment can be monitored and so that corrective action can be taken

where necessary.

Argument leg E-OVCM Life cycle stage

1-Specification VO (System Needs): V1 (Scope): V2 (Feasibility)
2- Design V3 (Pre-industrial development and integration)
3- Implementation V4 (Industrialisation): V5 (Deployment)

4- Transition V5 ( Deployment): V7 (Decommissioning)

5- Operation V6 (Operations): V7 (Decommissioning)

Table 1 - Mapping the generic argument to the E-OVCM lifecycle

5.4 D1.3 Conclusions

The approach is to build a safety argument for the certification of any change to the total aviation system,
supporting the top level claim that the change is acceptably safe. The argument captures the definition of the
change including all relevant context (including acceptance criteria and assumptions). The argument is
decomposed into supporting claims until the claims can be directly supported. The level of decomposition is
limited initially to that necessary to support definition of the interface between the TAS domains, and to
dovetail with the existing domain certification approaches. This framework advances the state of the art by

driving unification of the argument across all domains.

The approach also includes the concept of modularization, where the overall argument is decomposed into
manageable modules, each of which encapsulates the argument for a particular component of the overall
argument. The boundary of each module represents the public view of the module and includes a definition of
the claims made in the module and associated context, caveats and dependencies. The module boundary
definition provides all the information necessary to facilitate linking with other modules. Definition of an
interface then makes it possible to establish assurance contracts between modules; this approach is
particularly useful when modules are being developed by different organisations as it allows a clear definition
of the responsibilities of each. The overall argument architecture consists of the modules and the relationships

between them, including the assurance contracts defined.

Modularization drives identification of these interface issues and definition of assurance contracts establishes

responsibility for ensuring that these issues are correctly managed both during development and throughout

the lifetime of the system.

Even with effective modularization, arguments can become very complex and include significant elements

which are outside the responsibility of the applicant proposing the change. To reduce this complexity the
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proposed approach will avoid unnecessary development of detailed arguments where existing certification
practices are sufficient. Nonetheless effective application of the approach requires an argument architect to
take the overall responsibility for the development and maintenance of the argument architecture across all
the affected domains. (It is recognised that the argument architect is not necessarily responsible for endorsing
the overall argument; in fact there may be no single authority competent to do this; careful planning is
therefore needed to confirm how endorsement is achieved.) The responsibility of the argument architect
extends beyond the introduction of the change, as key elements of the argument will require confirmation
throughout the lifetime of the system. There are a number of options for who would take the role of argument
architect and, indeed, the role may transfer between parties during the lifecycle of the change. Where the
change primarily affects a single domain, the applicant may be best placed to act as argument architect, but
where the change is more widespread someone with wider responsibility would be needed to ensure that the

implications of the argument are followed through in all domains. This needs to be explored further.

The safety argument approach is flexible, in that it allows retention of existing certification processes within
individual domains (thus implementing Option 7), while also ensuring that the context in which the existing
certification is developed is fully considered within the overall argument. The flexibility also allows for
alternative approaches to be taken where the change being introduced is not covered by existing
specifications, thus supporting innovation in process or technology, as required by the overall aims of the
ASCOS project. This may involve changes between performance-based and compliance-based approaches
(Option 2); it may also introduce approaches from other aviation domains or from other industries (Option 8).
It also provides the flexibility to introduce the proof of concept approach (Option 6).
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6 E-learning to support education about adapted certification (D1.4)

In parallel of the studies, a framework of an e-learning environment has been developed to support the
dissemination of ASCOS results and facilitate the appropriation of the approaches by the public [11]. The
approach about a relevant scope and the way to design the framework was discussed during the User Groups
meetings and also with EASA during the dedicated meeting between ASCOS consortium and EASA (April 2013).

A set of training modules have been initiated, and are being further developed to be published through the e-

learning environment. Among these modules the following list could be mentioned:
= ASCOS initiative
= Total Aviation System
= Existing regulations & processes
= Proposed certification process
= Safety Performance indicators
=  Baseline Risks Picture
= Continuous Safety Monitoring
= Safety databases
=  Safety tools/ methods

= Safety Standards
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7 Consolidate certification approach by considering lessons learnt (D1.5)

The main goal of D1.5 is to consolidate the initial method developed in D1.3 with findings gathered from WP4
(ASCOS Certification Case studies), WP5 (ASCOS Validation results), and feedbacks from ASCOS Users Group.
The outcome of D1.5, called the ASCOS Approval Method, responds to the pressures in the aviation industry
which are driving innovation and increased integration between domains and therefore making it imperative
to streamline approval processes. The ASCOS Approval Method integrates with the lifecycle of a change, from
concept through into operational service, introducing activities which lead to building a safety argument
supporting the application for approval. The proposed Approval Method considers the full impact of the
change, and recognizes and manages the interaction between domains. The Approval Method is also flexible

to embrace innovation while encompassing existing established processes wherever appropriate.

7.1 Brief description of the ASCOS Certification Case studies

We present here certification case studies but it should be underlined that the ASCOS Approval Method
developed in D1.5 is not just applicable to certification; it is also applicable to more general approvals [12].
Within the ASCOS project timeframe, certification case studies have been specified to cover the steps 1 to 6 of
the ASCOS Approval Method:

1. Define the change

2. Define the certification argument (architecture)

3. Develop and agree certification plan

4. Specification

5. Design

6. Refinement of argument

7. Implementation

8. Transfer into operation — transition safety assessment

9. Define arrangements for continuous safety monitoring
10. Obtain initial operational certification

11. Ongoing monitoring and maintenance of certification.

Note: the steps 7 to 11 were not expected to be addressed by the certification case studies within the

timeframe of ASCOS project.
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Below a short description the proposed certification case studies [16]

e  RPAS failure management systems (Remotely Piloted Aircraft Systems)

RPAS is conceived as a modification of a civil cargo piloted aircraft similar in size to an A320. The
function of the Autonomous Failure Management system is to detect failures of the RPAS and to
respond autonomously to these failures (by reconfiguration of the aircraft systems) with the intention

to remain on the original intended flight path.

e  Automatic aircraft recovery system

The objective is to reduce the number of Loss of Control accidents by providing an on-board system
(AARS) that can recover the aircraft automatically from Loss of Control or Loss of Situational

Awareness events.

e  (Certificate for de-icers

The de-icing/anti-icing service provider becomes responsible and accountable for providing a safe
service. The air operator is then no longer responsible for a safe ground de-icing/anti-icing service.

This is principally a change in responsibilities.

e Integrated surveillance system

The system includes:

o Cooperative Surveillance with distributed independent Wide Area Multilateration (WAM)

and aircraft dependent ADS-B;

o Independent Non-Cooperative Surveillance (INCS) composed of a network of “small” Multi-
Static Primary Surveillance Radars able to mitigate failures of Cooperative Surveillance

systems.

Because the defined changes are still in a conceptual/design phase, the certification case studies mainly
address the steps 1-6. The focus of all ASCOS certification case studies were to use and apply the logical safety
argument approach, to analyse the risks induced by the change in a context of total aviation and to control

these risks according to the complete life cycle of the system (e.g. definition of VO, V1, V2, ...).

For this purpose, supporting new ASCOS methods and tools inputs were considered: methods and tools for
safety risk assessment (WP3), continuous safety monitoring (WP2), and the Future Aviation Safety Team (FAST)
Area of Change list (AoC) giving the TAS domains involved by a change description.
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7.2 What are the issues to be considered as a result of the ASCOS case studies?

An added value of ASCOS certification approach is that it considers the Total Aviation System from the start of
the design and certification activities, and covers the entire lifecycle. However, the application of the ASCOS
certification approach in the current certification framework introduces additional complexity as a result of the

safety argument framework.

For example, the ASCOS certification approach is performance oriented and therefore not suitable for

certification of items that cannot be directly linked to performance.

Therefore there is a need to provide additional guidelines about the necessary coordination between

stakeholders and domains. These aspects need particularly to be addressed in stages 1-3.

Moreover there is a need also to provide guidelines about the way to balance safety effects across domains.
Regarding these issues the outcomes from FAST studies should represent for example very interesting inputs.
A common taxonomy of terms such as hazard, safety objective, severity level, safety requirement, etc. should
also be refined and referenced in order to support a consistent view of risks management across the different
domains of TAS.

Finally, guidance material is necessary to explain how the stages of the ASCOS certification approach can be
related to existing, established certification processes. For example the decomposition of safety argument
should be stopped at a certain level when existing certification framework works properly. To address this
issue it is necessary to be sure that the risks propagation is completely and well addressed through the

interfaces between modular arguments thanks to the concept of assurance contracts.

Therefore the main recommendations for D1.5 can be summarised as follow:

Develop criteria for determining whether the ASCOS certification approach is suitable for a certain

case.
e  Provide an extensive explanation of the safety argument structure.
e Adapt the terminology so that it is understandable for a wide range of users and domains.

e Adapt stages 4 and 5 by not only considering failure conditions or hazards, but also achieving a certain

performance level by the intended function and its design.

e  Explain where and how the tools can be used.
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7.3 Recommendations from the ASCOS validation exercises (WP5)

The WPS5, allowed to probe, by means of focus group discussions and questionnaire, the perceptions of a
representative group of target users (certification and safety experts) about potential issues that have to be
considered during the deployment of the ASCOS Approval Method in real life certification contexts. The
outcome of this work is a comprehensive set of recommendations published in [17] based on the results of the

case studies and on separate validation exercises undertaken with the ASCOS User Group:

o Define the minimum set of roles that should be involved in the use of the ASCOS certification process
(WP4-WPS5)

e Refrain, whenever possible, from introducing novel ASCOS-specific terminology (WP5-WP4)

e Adopt a consistent definition of “risk”

e Adopt a consistent definition of “hazard”

e Reconsider the definition of the different types of TAS domains (WP5-WP4)

e Use consistently the expression “TAS domain” (WP4-WP5)

e Complement the description of the proposed ASCOS certification approach with references to existing
relevant Human Factors methods

o Complement the description of the proposed ASCOS certification approach with reference to
organizational hazard assessment methods (WP5-WP4)

e EC or EASA to promote the sharing of safety risk information across the TAS stakeholders involved the
use of the proposed ASCOS certification approach

o Define guidance for establishing the team of experts that will have to manage the TAS change

o Define criteria for defining the actual organizations to be involved in the change

o Define criteria for distinguishing changes that require the ASCOS approach from those that do not
(WP5-WP4)

e  Map WP2 and WP3 products against the ASCOS Certification Process (WP5-WP4)

Note: above recommendations followed by the label “(WP4-WP5)” are consolidated recommendations shared

between Work Package 4 and Work Package 5.

These recommendations have been used to refine the ASCOS Approval Method into the form presented in this

report.

7.4 How ASCOS Users Group recommendations are addressed?

Different meetings were organised during ASCOS project, including Users Group meetings and specific
technical meetings with EASA and SESAR JU. All the comments and recommendations from these organisations
were registered and tracked to check how they progressively have been taken in consideration in the different
tasks of WP1 (from WP1.1 to WP1.5).

A set of comments concerned the scope and the approaches already used or promoted in existing regulations

or initiatives/ projects. The scope of TAS was mentioned in particular during the first User Group meeting and
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finally properly addressed in D1.5. Related to this aspect of scope the derived concern of assurance contracts

and the way to manage the risks across the life cycle of a change and for all the involved domains was largely

discussed during the meetings and considered as a major issue.

Another point of view was also captured including the way to consider “data” and not only “function”
regarding risks propagation. A good example seems to be ADQ regulation considering the cooperation
between stakeholders for data originating, using, updating, and the like. The ASCOS approach is consistent

with this alternative point of view of risks propagation.

The very important issue related to Human Factors (HF) aspects is addressed through Guidance of assurance

contracts and in the stages of approach. HF is inherent in the whole system and therefore it may not be easy to
pull out as a separate item. HF is one item which naturally falls across a boundary between domains. Most

precursors identified in WP2 are HF aspects and they could be used to improve the D1.5 approach.

The coordination between stakeholders as raised as a major issue during User Groups meetings is properly

addressed in D1.5 describing the different roles during the life cycle of a change.

The proportionality issue stating that the most important is to assess the impact of a change rather than the
size of a change. The point is considered through the customisation of the argument emphasising that the

approach can be tailored in all or part depending of the scale of the change.

Finally even the approach is addressing the complete scope of TAS it remains valid when the severity of risks

could change in one domain (e.g. ATM).

7.5 Synthesis of the ASCOS Approval Method improvements done in D1.5

D1.5 uses the same basic safety argument as D1.3, but changes the focus from a strictly linear lifecycle-based
process, to a process focussed on understanding the change and developing an approval path. It also develops
further the concept of modularisation, provides much more guidance on how to implement each of the steps
of the method, and explains the roles of each organisation involved. The Figure 16 below illustrates these

successive steps and more details are given in the following on each step.
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---- Identify the need
Develop change
definition

l

Develop approval
path
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Develop solution
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Obtain approval

————— Operational Service

Figure 16 - The change life cycle description

e |dentifying the need for change

There are many reasons to make a change to the TAS, e.g. a specific need to improve safety, in response to
monitoring current performance (eg using the techniques described in WP2), organisational or structural
changes to the TAS (e.g. change in transition altitudes, change in airspace structure), changes to operations
(either processes or organisations), introduction of new aircraft, or aircraft component, development of new

products.

There is also a need to identify who will be responsible for gaining the approval of the change: may be multiple

actors across different aviation domains.

e Defining the change:

The change must be defined sufficiently to understand what is being changed, who is responsible for making
the change. This may include multiple organisations but there must be an argument architect who is affected
by the change (this should include everyone affected, including effects which may not initially be apparent).

The following items should be considered: what regulations apply to the change, factors in the environment
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which constrain the change, what level of safety the change needs to achieve, who is responsible for giving

permission for the change to enter operational service.

e  Deriving the path to approval:

Which approval approaches are followed depend on the nature and domain of the change. For some changes,
it will be sufficient to follow existing approval approaches with little or no variation (CS-25, CS-23, SES IR, etc.).
For other changes, a new or modified approval path must be defined because no complete path currently

exists or because the current path is too costly.

The approval approach is documented in an approval plan and agreed between applicant(s) and the relevant

authority/ies before development commences.

o Existing paths to approval: the ASCOS Approval Method aims to use existing approaches that

are fully applicable to the change being made, fully consider all the impacts of the change,
there is no benefit to be gained from improving processes. This objective is supported even
existing approaches between different domains may only be loosely coupled (e.g.

introduction of a replacement equipment item on board of an aircraft, where the new item

)

Figure 17 - Approval path using existing approaches

has the same fit, form and function as the existing item).

o Incomplete Paths to Approval: For other changes, established approaches will provide the

majority of the evidence needed, but with some gaps e.g. the change may introduce a novel
component which is not covered by the existing processes, say an aircraft auto recovery

system. Here the path to approval may be established by developing processes which cover

)

Figure 18 - Novel solution not fully covered by existing approaches

the novel solution

= Safety argument is used to help to define the process and bridge the interfaces with

the existing solution and the TAS: novel component of change
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)

Figure 19 - New approaches developed to complete the approval path

=  High novelty change (e.g. Airborne Separation Assurance Systems)

. %

Figure 20 - Development of entirely new approval path

o Inefficient Path to Approval: In some cases, the existing approaches may be sufficient to

provide a path to approval, but a more efficient (and therefore cheaper) approach may be
possible ( e.g. Electronic flight bag). Safety argument can be used to Compare alternative
approaches Demonstrate that the final combination of existing and new approaches is at

least as effective as the existing path.

Figure 21 - New approaches developed to provide more efficient approval path

o Approval Path Complexity: Complex or large changes may involve a combination of the

approval approaches (e.g. RPAS in non-segregated airspace). Some parts may be approved by
existing approaches whereas others may require additional processes to be developed and
still others may allow for a more efficient approach. The ASCOS Approval Method also
addresses the interface between different approval paths and provides guidance on multiple

actor approvals.
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7

Figure 22 - Different approval paths for different parts of the system

—
7

Hence, central to the ASCOS Approval Method is the development of an approval path for the proposed
change. This path should follow existing approaches wherever possible, adapting and extending these
approaches only where necessary to accommodate parts of the change which are not covered by existing
regulations, or where significant efficiencies can be gained. When evaluating existing approaches it is critical to
ensure that the validity of the context of the existing approach (including any implicit or explicit assumptions)

is fully considered and any differences taken into account.

The approval path should be justified by a safety argument which demonstrates that the change will achieve

the acceptable level of safety required by the approver of the change, and this is the purpose of the next point.

e Developing the solution:

The next step is to develop the solution and following the defined approval approach as illustrated in Figure
23. This development is iterative until the development is complete and approval is gained. It is based on three
main concepts: the definition of an acceptable level of safety, the modularisation of the argument and the

concept of an argument architect.

o Definition of an acceptable level of safety

The ASCOS Approval Method focuses on demonstrating that the change delivers an acceptable level of safety
across the TAS. In other words, the level of safety after the change must be acceptable to all competent
authorities who are affected by the change. Note: this does not necessarily mean that an improvement in

safety must be demonstrated.

It is therefore necessary to determine appropriate safety targets in each domain affected by the change and
demonstrate that each of these is met. Such criteria may be either absolute (specific safety objectives and
integrity requirements based on apportionment of a safety target) or relative (comparison of the risk prior to
the change against the predicted risk following the change). In the civil aircraft domain, the existence of the
target for a catastrophic failure of 107-9 per flight hour makes it much easier to apportion absolute targets,
whereas the absence of (and difficulty of defining and agreeing) similar absolute targets in other domains

means that relative targets are often used.
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A change which decreases safety (i.e. increases safety risk) in one domain is usually difficult or impractical to
justify, even when it significantly increases safety in other domains. To trade off safety between domains, it
would be necessary to provide a robust quantification across all domains which demonstrates a significant
overall positive impact on safety. Production of such a robust quantification is made more difficult by the fact
that different domains use different types of targets (often with different units), making it difficult to create
valid comparisons between domains. A corresponding assessment would be needed in the event of a change

with differing impacts on different sovereign states.

As a result, each module of the safety argument will need to demonstrate that the change achieves the

acceptable level of safety applicable in the domain for which the module is making the safety argument.

Note: It has been recommended in D1.5 that further research should be undertaken to develop the existing

models to a level of maturity where such trade-offs between domains could be made.

o Modularisation of the argument

The ASCOS Approval Method addresses the issue of interfaces within the TAS by introducing the concept of
dividing the argument into modules aligned to domains of the TAS and organisational responsibilities.

Assurance contracts are established between modules to define and manage dependencies between modules.
This approach has the advantages of:

a) making the overall safety argument easier to visualise and understand
b) allowing modules to be developed separately from one another in confidence that the final result
will be consistent and correct

c) partitioning the safety argument such that each approver needs only:

- to consider specified modules of the safety argument
- to be assured that the assurance contracts at the boundary of those modules are

correctly implemented

Modularisation also allows assumptions and dependencies which might otherwise be lost at the interface
between domains to be formally agreed and documented — although this is not sufficient on its own: affected
parties must also fully understand their responsibilities and commit to meeting them. This is particularly

important given that such interface issues are a key concern within the aviation industry

o Concept of an argument architect

The ASCOS Approval Method introduces the role of an argument architect, with the role of designing and
maintaining the safety argument, which includes ensuring that the argument modules are correctly bounded

and interfaced to other modules throughout the development.

When considering the number of organisations involved in the TAS and their disparate roles, it is often not

easy to identify who should be the argument architect. This in part explains why a key concern within the
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industry is the inadequacy of the management of interfaces between domains; sometimes integration is

supervised by the approver or even ignored altogether.

ASCOS proposes (D3.6) that any complex development should be co-ordinated by a TAS Engineering and Safety
Group (TESG); the TESG would be responsible for co-ordinating all the engineering and safety activities
involved in the development of the change. The TESG would therefore play the role of argument architect for

changes involving multiple organisations.
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Figure 23 - Iterative workflow of argument development
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8 Conclusions

The ASCOS Project was established to explore the need for adaptation of existing certification and approval

processes in response to:

o fundamental changes in the institutional arrangements for aviation regulation in Europe
e the introduction of new technologies and operations

e demands for higher levels of safety performance

Adaptations of approval processes proposed within Certification Process Work Package (WP1) are based on
the assessment of issues where no improvement has been observed during the past years. These adaptations

aim at delivering as far as possible:

o efficiency in terms of cost and time
e ability to analyse and demonstrate acceptable safety for new concepts and technologies

e ability to analyse and consider the entire aviation system rather than sub-elements in isolation

The scope of WP1 is the Total Aviation System (TAS) which encompasses all stakeholders involved in aviation:

products, operators, crews, and aerodromes, ATM, ANS, on the ground or in the air. This large scope is a real

and significant added value compared to what exists today.

A key step in an improved certification process is firstly to understand as much as possible how the current
regulation could influence at the end the operational safety occurrences in a context of Total Aviation System
(TAS). Regarding this clarification an analysis has been performed in D1.1 in order to identify potential
shortcomings and bottlenecks in the current certification processes and more generally the regulatory

framework. Shortcomings and bottlenecks are distinguished as follows:

A shortcoming is ‘a fault or failure to meet a certain standard, typically in a person’s character, a plan or a
system’. In the context of the analysis the term shortcoming is used to describe the situation where the

regulation is fully implemented but proves to be inadequate.

A bottleneck is; ‘a phenomenon where the performance or capacity of an entire system is limited by a single
or limited number of components or resources’. In the context of the analysis the term bottleneck is used to

describe the situation where the regulation is not implemented at the expected level.

The main conclusions regarding shortcomings and bottlenecks in the current regulations and certification

processes are:

o In many cases, human errors can be identified as direct cause of the accidents, both when
piloting as well as during maintenance works. Elaboration of design techniques in the area of

piloting as well as maintenance to better address the avoidance of error-prone solutions is
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necessary. There is a need for developing adequate regulations addressing the human-
machine interface, ergonomics and human limitations aspects, as well as eliminating error-
prone solutions. Due to the importance of human factors aspects as source of risks, this

aspect must be considered whatever the regulatory domain (airborne and ground).

o Aerodromes: Elaboration of tools ensuring proper and full execution of ICAO Annex 14 SARPs
at Aerodromes. Lack of regulatory requirements to provide flight crews with a consistent
format of take-off and landing data for all runway conditions. Inadequate regulation for the
provision of correct, up-to-date and timely runway condition reports. Currently, no

international standard exists for measuring and reporting runway conditions.

o CNS/ATM can be identified as a critical area for safety benefit due to the importance of
human factors aspects as source of risks, level of change of operational concepts for the
coming years evolving from SESAR, no visible improvement regarding the situation of ATM
support functions (e.g. software), and level of implementation of interoperability regulation.
Improvements in this field could help significantly in further reducing commercial aviation
incidents and accidents. In this context, it should be noted that improving the collection of
incidents and accident statistics to better understand the severity of incidents in the
CNS/ATM domain may bring additional insight and benefits.

o Existing studies: a review was conducted of existing studies of identified shortcomings and
bottlenecks in the certification process and regulations. The main conclusions from this

review are as follows: several shortcomings exist in the following certification areas:
= the aircraft certification process;
= aviation safety data management;

= the interfaces between maintenance, operations, certification, major repairs and

modifications;
= the safety oversight process.

o Safety Cases: there are certain risks with the use of safety cases in certification. Various
potential shortcomings of the use of safety cases were identified in a military setting, but are
of potential interest for the civil domain as well. It should be considered that safety cases
need to be improved due to the current level of maturity of stakeholders regarding this

approach.

On top of shortcomings and bottlenecks precisely identified in D1.1, it has been recommended to continue this

analysis work with the following activities not yet addressed:
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e To analyse the question, based on current certification and rulemaking processes, if there is any
overlap between regulatory requirements, and if so how serious is that; an example could be the
certification requirements and the operational requirements for standby instruments, which are

overlapping and inconsistent. But there may be many more (e.g. for TCAS, ACAS, etc.);

e To analyse the issue of lack of clear accountability for regulated entities in current certification and
rulemaking processes; for instance how is accountability organised at European level and at National
Level, what is the impact of the Single European Sky (SES) regulations on this, how is the
accountability organised between EASA and national authorities, in the various domains, etc....To
analyse the issue of inappropriate actual requirements due to technological changes and emerging
risks; can we identify inappropriate actual requirements? Most likely there are several issues, e.g. the
role of the Flight Management System (FMS) in light of the ever increasing functionality of FMS (e.g.
due to introduction of advanced RNP); the requirements for training of rare failure modes (e.g.
consider the Airbus France Flight 447, which crashed on 1 June 2009); the currently applicable target

levels of safety (are they still appropriate in view of the anticipated changes?).

The following key principles have been selected in D1.2 as the most promising ones for influencing the

reduction of shortcomings and bottlenecks in existing regulation and certification/approval processes:
= Change between performance based and compliance based;
= Proof of concept approach;
= Enforce existing rules and improve existing processes;
= Cross-domain fertilisation;

= Ensure that there will be a reliable process to check that assumptions made in the design and

certification safety assessments are valid with respect to operations and maintenance activities;

=  Avoid unnecessary change, recognising the good approaches already in place;

=  Provide a generic certification framework encompassing the Total Aviation System (TAS);

= Use a common language across all domains based on safety argument concepts (e.g. argument-based

as used in OPENCOSS). In doing so allows flexibility in order to accommodate a variety of approaches

across domains;

=  Provide rigorous management of interfaces, both between domains and between the TAS and its

environment, to ensure that all key safety issues are properly addressed and not lost at interfaces;

= Allow, within each domain, the new certification approach to evolve from the current approach by

keeping the existing approach where no change is required;
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= Learning lessons from other domains where this gives improvement;

= Ensuring that bottlenecks and shortcomings are addressed by the proposed approach;

= Promote flexibility within each domain to allow introduction of new technologies or procedures;

= Harmonise approaches between domains where this is advantageous or necessary;

= Simplify certification processes, where there are:

o demonstrable benefits, and

o no loss of confidence in the assurance of safety;

= Reinforce existing techniques where they are appropriate but not consistently applied;

= Provide a mechanism for the identification and resolution of further bottlenecks and shortcomings;

= Introduce a bridge between regulations for different domains (e.g. between aircraft certification and

Air Traffic Management or between product certification, maintenance certification and operational

certification) in order to advance throughput time of certification without loss of safety items;

= Take more explicit account of electronic hardware in the proposed approach;

= Consider the fact that less experience is gained by the flight crew when more automation is used;

= Consider the balance between product and organization certification and allow flexibility between the

two dependent on criticality, complexity and maturity (of both product and organisation);

= Consider the whole system lifecycle, in particular consider:

o  whether the certification process can be initiated earlier in the lifecycle, and

o How to ensure that certification remains valid throughout in-service life, taking into account

changes in the wider system during that lifetime.

The Total Aviation System scope, together with the key principles identified through D1.1 and D1.2 obviously
imply additional complexity regarding the certification/approval frameworks. Therefore a set of guidance
material has been developed to address this complexity. The consolidated outcome of WP1 is what is called
the ASCOS Approval Method initially developed in D1.3 and then consolidated in D1.5 with findings gathered
from WP4 (ASCOS Certification Case studies), WP5 (ASCOS Validation results), and feedbacks from ASCOS

Users Group.
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The ASCOS Approval Method (fully described in D1.5 [12]) responds to the pressures in the aviation industry
which are driving innovation and increased integration between domains and therefore making it imperative
to streamline approval processes. The ASCOS Approval Method integrates with the lifecycle of a change, from
concept through into operational service, introducing activities which lead to building a safety argument
supporting the application for approval. The proposed method considers the full impact of the change, and
recognizes and manages the interaction between domains. The method is also flexible to embrace innovation

while encompassing existing established processes wherever appropriate.

Central to the ASCOS Approval Method is the development of an approval path for the proposed change. This
path should follow existing approaches wherever possible, adapting and extending these approaches only
where necessary to accommodate parts of the change which are not covered by existing regulations, or where
significant efficiencies can be gained. When evaluating existing approaches it is critical to ensure that the
validity of the context of the existing approach (including any implicit or explicit assumptions) is fully
considered and any differences taken into account. The approval path should be justified by a safety argument
which demonstrates that the change will achieve the acceptable level of safety required by the approver of the

change, and this is the purpose of the next point.

The ASCOS Approval Method focuses on demonstrating that the change delivers an acceptable level of safety
across the TAS. In other words, the level of safety after the change must be acceptable to all competent
authorities who are affected by the change. Note: this does not necessarily mean that an improvement in
safety must be demonstrated. It is therefore necessary to determine appropriate safety targets in each domain
affected by the change and demonstrate that each of these is met. Such criteria may be either absolute
(specific safety objectives and integrity requirements based on apportionment of a safety target) or relative
(comparison of the risk prior to the change against the predicted risk following the change). In the civil aircraft
domain, the existence of the target for a catastrophic failure of 107-9 per flight hour makes it much easier to
apportion absolute targets, whereas the absence of (and difficulty of defining and agreeing) similar absolute

targets in other domains means that relative targets are often used.

A change which decreases safety (i.e. increases safety risk) in one domain is usually difficult or impractical to
justify, even when it significantly increases safety in other domains. To trade off safety between domains, it
would be necessary to provide a robust quantification across all domains which demonstrates a significant
overall positive impact on safety. Production of such a robust quantification is made more difficult by the fact
that different domains use different types of targets (often with different units), making it difficult to create
valid comparisons between domains. A corresponding assessment would be needed in the event of a change

with differing impacts on different sovereign states.

As a result, each module of the safety argument will need to demonstrate that the change achieves the

acceptable level of safety applicable in the domain for which the module is making the safety argument. The
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building of safety arguments shall be modular and iterative until the development is complete and approval is

gained.

Note: It has been recommended in D1.5 that further research should be undertaken to develop the existing

models to a level of maturity where such trade-offs between domains could be made.

The ASCOS Approval Method addresses the issue of interfaces within the TAS by introducing the concept of
dividing the argument into modules aligned to domains of the TAS and organisational responsibilities.

Assurance contracts are established between modules to define and manage dependencies between modules.
This approach has the advantages of:

a) making the overall safety argument easier to visualise and understand
b) allowing modules to be developed separately from one another in confidence that the final result will
be consistent and correct

c) partitioning the safety argument such that each approver needs only:

- to consider specified modules of the safety argument
- to be assured that the assurance contracts at the boundary of those modules are correctly

implemented

Modularisation also allows assumptions and dependencies which might otherwise be lost at the interface
between domains to be formally agreed and documented — although this is not sufficient on its own: affected
parties must also fully understand their responsibilities and commit to meeting them. This is particularly
important given that such interface issues are a key concern within the aviation industry. And that is also the

reason why the concept of an argument architect is central n the ASCOS Approval Method.

The ASCOS Approval Method introduces the role of an argument architect, with the role of designing and
maintaining the safety argument, which includes ensuring that the argument modules are correctly bounded

and interfaced to other modules throughout the development.

When considering the number of organisations involved in the TAS and their disparate roles, it is often not
easy to identify who should be the argument architect. This in part explains why a key concern within the
industry is the inadequacy of the management of interfaces between domains; sometimes integration is

supervised by the approver or even ignored altogether.

ASCOS proposes (D3.6) that any complex development should be co-ordinated by a TAS Engineering and Safety
Group (TESG); the TESG would be responsible for co-ordinating all the engineering and safety activities
involved in the development of the change. The TESG would therefore play the role of argument architect for

changes involving multiple organisations.
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Clarification of the key roles

Another main significant example of the ASCOS Approval Method added value is the development and

clarification of the roles of different stakeholders across the certification process steps highlighting the

complexity of the TAS aspects in the control of risks (see table below).

The need for a change may be identified by one or more parties across industry: the type of need will then drive which
organisation(s) become change leader.

Lead definition of
change at TAS
level

Support
development of
change
definition

Support change
definition (provide
information about
requirements and
targets)

Provide
information
about
capabilities of
products.
Support
development on
concept.

Provide
information
about impact of
change

Lead definition of Agree approval Review and Develop safety Provide Provide
approval path, in plan with accept approval argument information information
collaboration with | approver plan modules as about about impact of
individual required to compliance with | change
applicants where support requirements
appropriate approval path
Lead development | Detailed Monitor Develop Monitor impact
of solution at TAS development of compliance with product(s) and of solution on
level relevant safety assurance services. Supply organisation’s
argument contracts evidence to domain/
module and between support relevant | operations
assurance modules and safety argument
contracts and ensure that modules
generation of safety argument
supporting remains
evidence complete,
consistent and
correct across
TAS
Ensure Make Review Provide Provide
applications for application for application and supplementary supplementary
approval are co- approval grant approval evidence as evidence as
ordinated and required required
consistent
Introduce change Responsible for Monitor Maintain Investigate Monitor impact
into operation operation under operator’s argument based occurrences of of operation on
and monitor terms of compliance with on monitoring of | precursor events | organisation’s
occurrences of approval their SMS performance or other domain /
precursor events incidents operations

or other incidents

Table 2 - Participation within the steps of ASCOS Approval Method [12]

Finally, further opportunities for improvement and refinement of the ASCOS Approval Method have been

identified. However, the greatest opportunity for improvement will come from application of the ASCOS
Approval Method. The ASCOS Consortium commends this ASCOS Approval Method to EASA for adoption as a

means of establishing approval for changes to the TAS within Europe.
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